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Journal of Science & Technology

About the Journal
Overview
Pertanika Journal of Science & Technology (JST) is the official journal of Universiti Putra Malaysia 
published by UPM Press. It is an open-access online scientific journal which is free of charge. It publishes 
the scientific outputs. It neither accepts nor commissions third party content.

Recognized internationally as the leading peer-reviewed interdisciplinary journal devoted to the 
publication of original papers, it serves as a forum for practical approaches to improving quality in issues 
pertaining to science and engineering and its related fields.  

JST is a quarterly (January, April, July and October) periodical that considers for publication original 
articles as per its scope. The journal publishes in English and it is open to authors around the world 
regardless of the nationality.  

The Journal is available world-wide.

Aims and scope
Pertanika Journal of Science and Technology aims to provide a forum for high quality research related 
to science and engineering research. Areas relevant to the scope of the journal include: bioinformatics, 
bioscience, biotechnology and bio-molecular sciences, chemistry, computer science, ecology, 
engineering, engineering design, environmental control and management, mathematics and statistics, 
medicine and health sciences, nanotechnology, physics, safety and emergency management, and 
related fields of study.

History
Pertanika was founded in 1978. A decision was made in 1992 to streamline Pertanika into three journals 
as Journal of Tropical Agricultural Science, Journal of Science & Technology, and Journal of Social 
Sciences & Humanities to meet the need for specialised journals in areas of study aligned with the 
interdisciplinary strengths of the university. 

After almost 25 years, as an interdisciplinary Journal of Science & Technology, the revamped journal 
now focuses on research in science and engineering and its related fields.

Goal of Pertanika
Our goal is to bring the highest quality research to the widest possible audience.

Quality 
We aim for excellence, sustained by a responsible and professional approach to journal publishing.  
Submissions are guaranteed to receive a decision within 14 weeks. The elapsed time from submission 
to publication for the articles averages 5-6 months. 

Abstracting and indexing of Pertanika
Pertanika is almost 40 years old; this accumulated knowledge has resulted in Pertanika JST being 
abstracted and indexed in SCOPUS (Elsevier), Thomson (ISI) Web of Knowledge [BIOSIS & CAB Abstracts], 
EBSCO & EBSCOhost, DOAJ, ERA, Cabell’s Directories, Google Scholar, MyAIS, ISC & Rubriq (Journal 
Guide).
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Future vision
We are continuously improving access to our journal archives, content, and research services.  We have 
the drive to realise exciting new horizons that will benefit not only the academic community, but society 
itself. 

Citing journal articles
The abbreviation for Pertanika Journal of Science & Technology is Pertanika J. Sci. Technol.

Publication policy
Pertanika policy prohibits an author from submitting the same manuscript for concurrent consideration 
by two or more publications.  It prohibits as well publication of any manuscript that has already been 
published either in whole or substantial part elsewhere. It also does not permit publication of manuscript 
that has been published in full in Proceedings. 

Code of Ethics
The Pertanika Journals and Universiti Putra Malaysia takes seriously the responsibility of all of its 
journal publications to reflect the highest in publication ethics. Thus all journals and journal editors are 
expected to abide by the Journal’s codes of ethics. Refer to Pertanika’s Code of Ethics for full details, or 
visit the Journal’s web link at http://www.pertanika.upm.edu.my/code_of_ethics.php

International Standard Serial Number (ISSN)
An ISSN is an 8-digit code used to identify periodicals such as journals of all kinds and on all media–print 
and electronic. All Pertanika journals have ISSN as well as an e-ISSN. 

Journal of Science & Technology: ISSN 0128-7680 (Print);  ISSN 2231-8526 (Online).

Lag time 
A decision on acceptance or rejection of a manuscript is reached in 3 to 4 months (average 14 weeks). 
The elapsed time from submission to publication for the articles averages 5-6 months. 

Authorship
Authors are not permitted to add or remove any names from the authorship provided at the time of 
initial submission without the consent of the Journal’s Chief Executive Editor.

Manuscript preparation
Refer to Pertanika’s Instructions to Authors at the back of this journal.

Most scientific papers are prepared according to a format called IMRAD. The term represents the first 
letters of the words Introduction, Materials and Methods, Results, And, Discussion. IMRAD is simply 
a more ‘defined’ version of the “IBC” [Introduction, Body, Conclusion] format used for all academic 
writing. IMRAD indicates a pattern or format rather than a complete list of headings or components of 
research papers; the missing parts of a paper are: Title, Authors, Keywords, Abstract, Conclusions, and 
References. Additionally, some papers include Acknowledgments and Appendices. 

The Introduction explains the scope and objective of the study in the light of current knowledge on the 
subject; the Materials and Methods describes how the study was conducted; the Results section reports 
what was found in the study; and the Discussion section explains meaning and significance of the results 
and provides suggestions for future directions of research. The manuscript must be prepared according 
to the Journal’s Instructions to Authors.

Editorial process
Authors are notified with an acknowledgement containing a Manuscript ID on receipt of a manuscript, 
and upon the editorial decision regarding publication. 
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Pertanika follows a double-blind peer-review process. Manuscripts deemed suitable for publication 
are usually sent to reviewers.  Authors are encouraged to suggest names of at least three potential 
reviewers at the time of submission of their manuscript to Pertanika, but the editors will make the final 
choice. The editors are not, however, bound by these suggestions. 

Notification of the editorial decision is usually provided within ten to fourteen weeks from the receipt 
of manuscript.  Publication of solicited manuscripts is not guaranteed.  In most cases, manuscripts are 
accepted conditionally, pending an author’s revision of the material.

As articles are double-blind reviewed, material that might identify authorship of the paper should be 
placed only on page 2 as described in the first-4 page format in Pertanika’s Instructions to Authors 
given at the back of this journal. 

The Journal’s peer-review
In the peer-review process, three referees independently evaluate the scientific quality of the submitted 
manuscripts. 

Peer reviewers are experts chosen by journal editors to provide written assessment of the strengths and 
weaknesses of written research, with the aim of improving the reporting of research and identifying the 
most appropriate and highest quality material for the journal.

Operating and review process
What happens to a manuscript once it is submitted to Pertanika?  Typically, there are seven steps to the 
editorial review process:

1.	 The Journal’s chief executive editor and the editorial board examine the paper to determine 
whether it is appropriate for the journal and should be reviewed.  If not appropriate, the 
manuscript is rejected outright and the author is informed. 

2.	 The chief executive editor sends the article-identifying information having been removed, to 
three reviewers.  Typically, one of these is from the Journal’s editorial board.  Others are 
specialists in the subject matter represented by the article.  The chief executive editor asks 
them to complete the review in three weeks.  

Comments to authors are about the appropriateness and adequacy of the theoretical or 
conceptual framework, literature review, method, results and discussion, and conclusions.  
Reviewers often include suggestions for strengthening of the manuscript.  Comments to the 
editor are in the nature of the significance of the work and its potential contribution to the 
literature.

3.	 The chief executive editor, in consultation with the editor-in-chief, examines the reviews and 
decides whether to reject the manuscript, invite the author(s) to revise and resubmit the 
manuscript, or seek additional reviews.  Final acceptance or rejection rests with the Edito-
in-Chief, who reserves the right to refuse any material for publication.  In rare instances, 
the manuscript is accepted with almost no revision.  Almost without exception, reviewers’ 
comments (to the author) are forwarded to the author.  If a revision is indicated, the editor 
provides guidelines for attending to the reviewers’ suggestions and perhaps additional advice 
about revising the manuscript. 

4.	 The authors decide whether and how to address the reviewers’ comments and criticisms and 
the editor’s concerns.  The authors return a revised version of the paper to the chief executive 
editor along with specific information describing how they have answered’ the concerns 
of the reviewers and the editor, usually in a tabular form. The author(s) may also submit 
a rebuttal if there is a need especially when the author disagrees with certain comments 
provided by reviewer(s).
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5.	 The chief executive editor sends the revised paper out for re-review.  Typically, at least one of 
the original reviewers will be asked to examine the article. 

6.	 When the reviewers have completed their work, the chief executive editor in consultation 
with the editorial board and the editor-in-chief examine their comments and decide whether 
the paper is ready to be published, needs another round of revisions, or should be rejected. 

7.	 If the decision is to accept, an acceptance letter is sent to all the author(s), the paper is sent to 
the Press. The article should appear in print in approximately three months. 

The Publisher ensures that the paper adheres to the correct style (in-text citations, the 
reference list, and tables are typical areas of concern, clarity, and grammar).  The authors are 
asked to respond to any minor queries by the Publisher.  Following these corrections, page 
proofs are mailed to the corresponding authors for their final approval.  At this point, only 
essential changes are accepted.  Finally, the article appears in the pages of the Journal and is 
posted on-line. 
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Foreword

Welcome to the First Issue 2018 of the Journal of Science and Technology (JST)!

JST is an open-access journal for studies in science and technology published by Universiti 
Putra Malaysia Press. It is independently owned and managed by the university and is 
run on a non-profit basis for the benefit of the world-wide science community. 

This issue contains 30 articles, of which four are review articles and 13 are regular 
research articles. This issue also features eight selected papers from the 2nd International 
Conference on Statistics in Science, Business and Engineering (ICSSBE 2015) and five 
papers from the Annual Applied Science and Engineering Conference 2016 (AASEC2016). 
The authors of these articles hail from several countries namely, Malaysia, Nigeria, 
Australia, India, China, Iran, Indonesia, Pakistan and Thailand.

The first review article in this issue reports briefly on bioremediation of petroleum 
hydrocarbon in Antarctica by microbial species (Syahir Habib, Siti Aqlima Ahmad, Wan 
Lutfi Wan Johari, Mohd Yunus Abd Shukor and Nur Adeela Yasid), while the second is on 
improving cost and time control in construction using a Building Information Model (BIM) 
(M. M. Tahir, Haron, N. A., Alias, A. H., Harun, A. N., I. B. Muhammad and D. L. Baba). 
The next review article looks at Android botnets as a serious threat to Android devices 
(Shahid Anwar, Mohamad Fadli Zokipli, Zakira Inayat, Julius Odili, Mushtaq Ali and Jasni 
Mohamad Zain), while the final review article provides an update on Type 1 diabetes 
treatments, namely, insulin treatment, cell therapy and transplantation (Homayoun 
Hani, Mohd-Azmi Mohd-Lila, Rasedee Abdullah, Zeenathul Nazariah Allaudin, Kazhal 
Sarsaifi and Faez Firdaus Jesse Abdullah).

The regular articles cover a wide range of topics. The first article is on the simulation of a 
force in micro-scale sensing employing an optical double-ring resonator system (Youplao, 
P., Tasakorn, M. and Phattaraworamet, T.). The following articles look at: Distributions, 
composition patterns, sources and potential toxicity of polycyclic aromatic hydrocarbon 
(PAH) pollution in surface sediments from the Kim Kim River and Segget River, Peninsular 
Malaysia (Mehrzad Keshavarzifard, Mohamad Pauzi Zakaria, Shahin Keshavarzifard and 
Reza Sharifi); Antiulcer properties of kelulut honey against ethanol-induced gastric ulcer 
(Latifah Saiful Yazan, Nurul Amira Zainal, Razana Mohd Ali, Muhamad Firdaus Shyfiq 
Muhamad Zali, Ong Yong Sze, Tor Yin Sim, Banulata Gopalsamy, Voon Fui Ling, Sarah 
Sapuan, Nurulaidah Esa, Aminah Suhaila Haron, Fatin Hannani Zakarial Ansar, Ana 
Masara Ahmad Mokhtar and Sharifah Sakinah Syed Alwi); Revocable and non-invertible 
multibiometric template protection based on matrix transformation (Jegede, A., Udzir, 
N. I., Abdullah, A. and Mahmod, R.); The effects of alkali treatment on the mechanical 
and chemical properties of banana fibre and adhesion to epoxy resin (Zin, M. H., Abdan, 
K., Norizan, M. N. and Mazlan, N.); the use of environmentally friendly bio-oil in the 



production of phenol formaldehyde (PF) resin (Naja Nadiera Omar, Iskandar Shahrim 
Mustafa, Nurhayati Abdullah and Rokiah Hashim); High intrinsic biosorption efficiency 
of cattle manure on Cr(VI) as a potential low-cost fibre-rich biosorbent (Yap, K. L., Lee, 
C. M., Gan, Y. L., Tang, T. K., Lee, Y. Y., Tee, T. P. and Lai, O. M.); Building a low cost, good 
quality and safe infinity mirror room for the Suroboyo night carnival amusement park 
(Rinda Hedwig, Andrew Nafarin, Ichwanhono Kosasih, Jimmy Linggarjati and Wiedjaja 
Atmadja); The value of 18F-fluorodeoxyglucose PET (18F-FDG PET) and MRI spectroscopy 
in underpinning suspicious breast cancer (Shazreen, S., Shakher, R., Shahrun Niza, A. S. 
and Fathinul Fikri, A. S.); Vertically integrated moisture flux convergence over Southeast 
Asia and its relation to rainfall over Thailand (Kosum Chansaengkrachang, Anirut 
Luadsong and Nitima Aschariyaphotha); New smoothed location models integrated with 
PCA and two types of MCA for handling a large number of mixed continuous and binary 
variables (Hamid, H., Ngu, P. A. H. and Alipiah, F. M.); The effect of distilled and sea water 
absorption on mechanical behaviour of short coir fibre epoxy composite/sawdust filler 
(Moorthy M Nair, Nagaraja Shetty, Divakara Shetty S. and Shambhavi Kamath M); and 
Green wall for retention of stormwater (J. T. Lau and D. Y. S. Mah).

I conclude this issue with 13 articles arising from selected international conferences 
featuring the following: An investigation into the randomness and duration of PM10 
pollution using functional data analysis (Shaadan, N., Deni, S. M. and Jemain, A. A.); 
Application of active contours driven by local Gaussian distribution fitting energy to 
computed tomography images (Nurwahidah, M., Wan, E. Z. W. A. R. and Shaharuddin, C. 
S.); A general formula for calculating accumulated amount based on the average lowest 
balance concept (Wahab, Z. A., Embong, R., Azmi, A. and Isa, N. B. M.); Feature selection 
methods, with a focus on the filter and wrapper approaches for maximising classification 
accuracy (Yap Bee Wah, Nurain Ibrahim, Hamzah Abdul Hamid, Shuzlina Abdul-Rahman 
and Simon Fong); The neurocomputing approach for firearm identification (Nor Azura Md 
Ghani, Choog-Yeun Liong and Abdul Aziz Jemain); Consolidated backpropagation neural 
network for Malaysian construction cost indices data with the problem of outliers (Saadi 
Ahmad Kamaruddin, Nor Azura Md Ghani and Norazan Mohamed Ramli); Application of 
the first order of the Markov Chain Model in describing the PM10 occurrences in Shah 
Alam and Jerantut, Malaysia (Mohamad, N. S., Deni, S. M. and Ul-Saufie, A. Z.); Application 
of the system dynamic approach for a family takaful product analysis (Mohamad, A. I., 
Tumin, M. H., Noor, N. L. M., Saman, F. M. and Amin, M. N. M.); Monodispersed and 
size-controllable potassium silicate nanoparticles from rice straw waste produced using 
a flame-assisted spray pyrolysis (Asep Bayu Dani Nandiyanto, Rena Zaen, Rosi Oktiani, 
Ade Gafar Abdullah and Ari Arifin Danuwijaya); Morphodynamics of coastal lagoons, 
featuring an analysis of multitemporal landsat images of the Segara Anakan lagoon 
area (Nandi); Multi-Hop wireless sensor network performance and energy simulation 
(Lilik Hasanah, Heru Yuwono, Ahmad Aminudin, Endi Suhendi, Yuyu Rachmat Tayubi 
and Khairurrijal); Parallel exponential smoothing using the bootstrap method in R for 



forecasting orbital elements of asteroids (Lala Septem Riza, Judhistira Aria Utama, 
Syandi Mufti Putra, Ferry Mukharradi Simatupang and Eddy Prasetyo Nugroho); and 
omnidirectional MIMO antenna with collinear array for LTE applications (Enjang Ahmad 
Juanda, Tommi Hariyadi, Abdul Aziz Reguna and Arjuni Budi Pantjawati).

I anticipate that you will find the evidence presented in this issue to be intriguing, 
thought-provoking and useful in setting new milestones. Please recommend the journal 
to your colleagues and students to make this endeavour meaningful.

I would also like to express my gratitude to all the contributors, namely, the authors, 
reviewers and editors for their professional contribution towards making this issue 
feasible. Last but not least, the editorial assistance of the Journal Division staff is fully 
appreciated.

JST is currently accepting manuscripts for upcoming issues based on original qualitative 
or quantitative research that opens new areas of inquiry and investigation.

Chief Executive Editor
Nayan Deep S. KANWAL, FRSA, ABIM, AMIS, Ph.D.
nayan@upm.my
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ABSTRACT

The increase of anthropogenic activities and growth of technology in Antarctica is fuelled by the high 
demand for petroleum hydrocarbons needed for daily activities. Oil and fuel spills that occur during 
explorations have caused hydrocarbon pollution in this region, prompting concern for the environment 
by polar communities and the larger world community. Crude oil and petroleum hydrocarbon products 
contain a wide variety of lethal components with high toxicity and low biodegradability. Hydrocarbon 
persistence in the Antarctic environment only worsens the issues stemming from environmental 
pollution as they can be long-term. Numerous efforts to lower the contamination level caused by these 
pollutants have been conducted mainly in bioremediation, an economical and degrading-wise method. 
Bioremediation mainly functions on conversion of complex toxic compounds to simpler organic 
compounds due to the consumption of hydrocarbons by microorganisms as their energy source. This 
review presents a summary of the collective understanding on bioremediation of petroleum hydrocarbons 
by microorganisms indigenous to the Antarctic region from past decades to current knowledge.   

Keywords: Antarctic region, bioremediation, fuel 
spills, indigenous microorganisms, petroleum 
hydrocarbons

INTRODUCTION

Accidental spills of oils and fuels in Antarctica 
is particularly sensitive as the environment is 
near pristine, causing pollution and its effects 
to be more apparent. Cold temperatures also 
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cause the natural processes that help remove contamination in other parts of the world to happen 
far more slowly, making it possible for contaminants to build up (AMAP 1998; Det Norske 
Veritas, 2003). For instance, hydrocarbon compounds can take decades to completely mineralise 
in this region, while only months are needed for compounds to be removed in temperate regions. 
Common spills are typically of kerosene and the Special Antarctic Blend diesel. Fuel spills 
have been acknowledged as being the most common source of pollution; thus have a great 
potential to cause the greatest environmental harm in and around the continent. Such spills 
have been reported to occur mainly near the Antarctic research stations and military bases, 
mainly due to the poor management or regulation of such pollution (Aislabie, Balks, Foght, 
& Waterhouse, 2004). Fortunately, due to the Antarctic Treaty prohibition on oil exploration 
and exploitation (Rothwell & Davis, 1997), petroleum hydrocarbon contamination manages 
to remain at controlled levels to a certain extent compared with other cold regions. 

Attempts to clean up Antarctic polluted sites have been done using both physical and 
chemical methods. However, the estimated budget for the application of physical machinery 
would be large due to the harsh environment of the Antarctic, while chemical application should 
be critically considered as the introduction of chemicals may add to the risks of environmental 
pollution. Bioremediation, which basically manipulates the utilisation of hydrocarbon by 
microbial species as their energy source, is highly recommended (Das & Chandran, 2011; 
Jesus, Peixoto, & Rosado, 2015). Successful attempts of Antarctic bioremediation have been 
widely reported and reviewed several times to date (Azubuike, Chikere, & Okpokwasili, 2016; 
McWatters et al., 2016). However, the effectiveness of degradation of hydrocarbons by native 
microorganisms has been reported in laboratory studies but not on a pilot scale. 

In this paper, we review the composition of petroleum hydrocarbons and their toxicity; the 
physical management of oil spill site; hydrocarbon degradation by microbial species; factors 
that affect the rate of biodegradation; and new bioremediation prospects in Antarctica. The 
purpose of this review is to fill the gap in the literature in order to direct relevant scientific 
research on areas to be explored in the future.

PETROLEUM HYDROCARBONS – COMPOSITION, FATE AND TOXICITY

Petroleum is a complex blend consisting of both aliphatic and aromatic hydrocarbons. Small 
amounts of non-hydrocarbons such as resin and asphalt can also be found in petroleum mixture. 
Crude oils can be divided into paraffinic, asphaltic and mixed crude oils (WHO, 1982). Paraffins 
(aliphatic hydrocarbons), wax and high-quality oils belong to the paraffinic crude oils group. 
Kerosene and naphtha are the lightest among paraffinic fractions. High viscous lubricating 
oils and cycloaliphatics can be grouped into asphaltic crude oils. These petroleum solvents are 
the product of crude oil distillation and are generally characterised by boiling point ranges. 
Lubricants, greases and waxes are high boiling-point portions of crude oils, whereas the heaviest 
solid fractions of crude are the residuals or bitumen (ATSDR, 1999). 

Petroleum hydrocarbons are extensively used in the Antarctic as a source for heating, 
transportation and generating electricity (Aislabie, Saul, & Foght, 2006). Because of the broad 
usage of hydrocarbons, contamination of these pollutants is likely to occur (Mohn & Stewart, 
2000; Ruberto, Vazquez, Lo Baldo, & Mac Cormack, 2005). As crude oils are made up of many 
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such components, they have the potential to become environmental contaminants, depending 
on the nature of release and fate of hydrocarbons in the environment. The structure and 
components of hydrocarbons do change and transform physically, chemically and biologically 
directly after crude oil is released into the environment, an action that significantly affects their 
potential impacts. The succession of transformations may be due to evaporation, dissolution, 
emulsification, dispersion, adsorption, sedimentation, biodegradation and photo-oxidation, 
with carbon dioxide and water as the ultimate products (Montagnolli, Lopes, & Bidoia, 2015). 

The degradation of hydrocarbons in the Antarctic environment can be divided into two 
different processes, which are the soil systems and the aqueous systems. According to Aislabie 
et al. (2004), hydrocarbon spills on Antarctic soils generally undergo naturally occurring 
processes that decrease the mass of the pollutants. Although mechanisms such as dispersion, 
volatilisation and microbial degradation typically occur at most spill sites, degrees of the 
hydrocarbon mass reduction depend on the type and concentration of the spilled fuels and 
also the soil characteristics itself. Hydrocarbons with high vapour pressure such as jet fuel and 
MoGas tend to volatilise quickly after spills in Antarctic soil but due to their low viscosity, 
they are mobile and are able to migrate down through the unfrozen soil active layer (Webster, 
Webster, Nelson, & Waterhouse, 2003). Meanwhile, there is a limit to the downward movement 
due to the ice-saturated layer, causing an emergence of oil pools of the less volatile and more 
viscous engine and lubricating oils (Chuvilin, Naletova, Miklyaeva, Kozlova, & Instanes, 
2001a). The freeze-thaw cycle may also influence the hydrocarbon movement in Antarctic 
soils. It is based on the implication of the melting of the active frozen layer and snow, which 
make the mobilisation of hydrocarbon compounds in downward movements easier (Chuvilin 
et al., 2001a). Contamination of the offshore marine environment due to surface runoff has 
also been reported (Kennicutt, McDonald, Denoux, & McDonald, 1992). 

The fate of crude oil in marine ecosystems does not deviate much from oil degradation 
in soil ecosystems as both ultimately undergo total biodegradation by microbial species (Das 
& Chandran, 2011). In marine ecosystems, oil is likely to spread on the surface water when 
spilled and almost directly subjected to many modifications called the weathering process. 
The weathering process of oil is mainly due to the evaporation of low molecular weight 
hydrocarbons, dissolution of water soluble components, emulsification of oil droplets, photo-
oxidation and lastly, biodegradation (Harayama, Kishira, Kasai, & Shutsubo, 1999; National 
Research Council, 2003). The succession of the reduction of oil pollutants in marine systems 
can be stated in the following order: evaporation of low boiling point n-alkanes and aromatic 
compounds > photochemical modification under sunlight (during summer season) > dissolution 
and dispersion of oil droplets by wave action > emulsification of the oil ‘chocolate mousse’ 
> formation of tar balls from petroleum heavy residues > sinking and degradation of tar balls 
by microbial species at the sediments of the sea (Harayama et al., 1999). 

Wang and Bartha (1990) stated that the contamination can cause risks for humans and other 
living organisms if spilled fuel reaches groundwater reservoirs and water bodies. Compounds 
derived from petroleum tend to be toxic to a small population of animals and plants in the 
Antarctic region. Moreover, due to their persistence in the cold environment, they have a long-
term carcinogenic potential that could affect this populace (Montagnolli et al., 2015). Long-term 
toxicity effects associated with petroleum substances represent a major concern. Different types 
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of hydrocarbon differ in their toxicity upon the local habitat. Generally, the longer the carbon 
chain and the higher the number of benzene rings possessed by hydrocarbons, the higher the 
toxicity (Montagnolli et al., 2015). The order of toxicity also tends to correspond to hydrocarbon 
susceptibility to microbial degradation. The order of hydrocarbon toxicity/susceptibility to 
microbial degradation can be arranged in decreasing order as follows: polycyclic aromatics 
hydrocarbons (PAHs) > benzene > heavy oil > light oil > aromatic hydrocarbons > alkanes 
(Atlas & Bragg, 2009; Paixăo et al., 2007). 

Polycyclic aromatic hydrocarbons (PAHs), the higher molecular weight aromatic 
hydrocarbons, are the most toxic components in a hydrocarbon mixture. The acute effects of 
PAHs on human health will vary due to the degree of exposure, PAHs quantity during exposure, 
the level of toxicity of PAHs and the route of exposure (ACGIH, 2005). PAHs have also been 
reported to cause skin irritation and inflammation, nausea and vomiting in low concentrations 
(Kim et al., 2013). Long-term effects are more severe, such as the production of cancer cells 
in the vital organs, gene mutation and cardiopulmonary mortality (Abdel-Shafy & Mansour, 
2016; Armstrong, Hutchinson, Unwin, & Fletcher, 2004; Kuo, Hsu, & Lee, 2003). Although 
the probability of health effects due to PAHs is small and remains understudied in the Antarctic 
environment, deterioration of health can be damaging as the chronic effect of hydrocarbons 
is more prone in cold temperature. The toxic effects of petroleum hydrocarbons (including in 
temperate region) on humans and other living organisms are listed in Table 1 and 2.

Table 1 
Toxic effects of different types of hydrocarbon on animals and plants  

Hydrocarbon Toxic effect Reference(s)
Automated diesel Changes in CD-1 mice biological activity Singh et al. (2004)
Gasoline vapours Impaired the levels of monoamine neurotransmitters 

in CD-1 mice’s brain
Kinawy (2009)

Crude oil Induces reproductive cytotoxicity confined to the 
differentiating spermatogonia compartment in rats

Obidike, Maduabuchi, & 
Olumuyiwa (2007)

PAHs Impaired glucose metabolism and changes in 
tricarboxylic acid (TCA) cycle intermediates in 
earthworm Lumbricus rubellus

Jones, Spurgeon, Svendsen, 
& Griffin (2008)

Petroleum 
effluent

Low reproduction of earthworm Eudrilus eugebiae Oboh, Adeyinka, Awonuga, 
& Akinola (2007)

TPH Reduced seed germination and root growth of 
Festuca arundinacea (tall fescue) and Euclaena 
mexicana (Corn grass)

Tang, Wang, Wang, Sun, & 
Zhou (2011)

Special Antarctic 
Blend (SAB) 
diesel

Reduction of photosynthetic efficiency of green and 
Antarctic moss

Nydahl, King, Wasley, 
Jolley, & Robinson (2015)

Diesel fuel Inhibition of shoot and root growth of Colobanthus 
muscoides (sub-Antarctic moss)

Macoustra, King, Wasley, 
Robinson, & Jolley (2015)
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The physical characteristics of oil itself can lead to health and environmental disturbance. 
Deposits of oils tend to accumulate in sewage pipe walls and can cause operational and physical 
damage, leading to bad odours and the promotion of chemical and microbiological corrosion. 
These oil clumps also stick onto pipes and ultimately cause filter blockage, which can create 
pathogenicity issues (Xu & Zhu, 2004). Thick black oils also tend to stick to the feathers of 
penguins and other birds in the event of an oil spill. This ruins the waterproof coating on the 
birds’ feathers, which could lead to their death due to freezing. Oil that they may swallow is 
poisonous to them (Kalman & Johnson, 2007). 

MANAGEMENT OF OIL SPILL SITES

The Antarctic Treaty Consultative Meeting held in 1998 agreed on the decision to adopt 
guidelines in the management of oil spills that included measures such as fuel oil handling 
in scientific stations, spill prevention, control of fuel oils, oil spill contingency planning and 
reporting of oil spills (ATCM, 1998). Although fuel spills still happen, one might expect their 
occurrence and frequency to reduce with improvements in both infrastructure and practical 
applications (Aislabie et al., 2004). 

Since then, various attempts to remove pollutants from the Antarctic environment via 
physical, chemical and biological methods have been established. Treatment of hydrocarbon-
polluted Antarctic soils are frequently reviewed (Camenzuli & Freidman, 2015; Jesus et al., 
2015) as petroleum hydrocarbon contamination in Antarctica is typically focussed around both 
operating and abandoned research stations (Curtosi, Pelletier, Vodopivez, & Mac Cormack, 
2007; Snape, Morris, & Cole, 2001). 

The initial response to a fuel spill is to remove mechanically as much contaminated 
soil as possible, which includes the underlying snow or ice. These contaminated pieces are 

Table 2 
Toxic effects of different types of hydrocarbon on human health  

Hydrocarbon Toxic effect Reference(s)
Crude petroleum Chronic cough and phlegm Rodriguez-Trigo et al. 

(2010)
Crude oil Lower respiratory tract symptoms Zock et al. (2007)
Crude oil Increased rates of bronchial 

hyperresponsiveness
Zock et al. (2009)

Crude oil Persistent respiratory symptoms Zock et al. (2012)
Volatile organic 
compounds (VOCs)

Elevated rates of genotoxic damage Aguilera et al. (2010)

PAHs Elevated toxicity in reproductive organs ATSDR (1995)
Skin and lung cancer ATSDR (1995)
Chronic ingestion due to contaminated food Aguilera et al. (2010)

Diesel exhaust Irritation to eyes, nose, throat and lungs and 
increase in the frequency or intensity of asthma 
attacks

OEHHA (2001)

Potential of carcinogens in humans IARC (2012)
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then shipped back to the home country to be disposed of. Although this method is still the 
prevalent way to remove hydrocarbon pollutants, the fate of the spilled fuel and the impact 
of removal on the ecosystems cannot be estimated directly (Aislabie et al., 2004). Moreover, 
this kind of methodology may add up to the original damage towards the environment such 
as altered streamflow, soil shrinkage, land slumping (due to melting of permafrost) and add to 
contaminants in other places (Campbell, Claridge, & Balks, 1994; Perelo, 2010). Due to this, 
more refined approaches are required for both preservation of local environmental conditions 
and for ethical reasons. 

As demands for the eco-friendly technique are rising, alternative remediation methods such 
as bioremediation are highly proposed and currently established for the Antarctic. Aislabie et 
al. (2004) stated that bioremediation is gradually regarded as a suitable remediation technology 
for polluted sites in Antarctica. Successful bioremediation attempts in the clean-up of the 
Exxon-Valdez oil spill in 1989 (Atlas & Bragg, 2009) also sparked remarkable interest in using 
bioremediation in cold environments. The accomplishment of oil spill bioremediation varies 
according to the ability to ascertain and maintain settings that boost oil biodegradation rates in 
the contaminated environment (Das & Chandran, 2011). In general, fuel spill bioremediation 
can be separated into two forms: biostimulation and bioaugmentation. 

In biostimulation, indigenous soil microbial populations are stimulated through the addition 
of relevant nutrients and the characteristics of the environmental settings such as pH, oxygen 
content and also temperature. Successful biostimulation has been reported in Antarctica 
(Delille, Pelletier, Delille, & Coulon, 2003; Dias et al., 2012). Meanwhile, bioaugmentation 
encompasses the addition of a pre-adapted microbial strain/consortium or introduction of 
genetically-engineered microorganisms to particular contaminants present on the site (Tyagi, 
Da Fonseca, & De Carvalho, 2011). This method has been proposed in Antarctic soils with 
positive outcomes (Ruberto, Vazquez, & Mac Cormack, 2003; Ruberto et al., 2009). 

MICROBIAL DEGRADATION OF PETROLEUM HYDROCARBONS

Bioremediation has been characterised as a pleasant method for petroleum hydrocarbon 
removal using the application of microbes as it is easy to maintain, applicable over wide areas, 
economical and leads to complete mineralisation of the pollutants. However, as the Antarctic 
Treaty prohibits the importation of foreign organisms to the Antarctic environment, only local 
microbes are required for the bioremediation purposes (Aislabie, Foght, & Saul, 2000). 

According to the definition given by Morita (1975), cold-adapted microbes can be 
differentiated as cold-loving (psychrophilic) microbes and cold-tolerant (psychrotolerant) 
microbes on the basis of their cardinal temperature. Psychrophilic microbes can be described 
as a microbial group that achieved the ideal growth temperature of 15°C and below, with 
growth inhibition above 20°C. In contrast, psychrotolerant microbes can grow over a broad 
range of temperatures, exhibiting the fastest growth rates above 20°C (Lo Giudice, Bruni, De 
Domenico, & Michaud, 2010). 
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Bacteria are the most prevalent species in petroleum hydrocarbon degradation as they 
play a major role in degrading hydrocarbon pollutants. Rhodococcus, Pseudomonas and 
Sphingomonas are among the bacterial group that are commonly isolated from the Antarctic 
environment polluted by hydrocarbons (Ruberto et al., 2005; Aislabie et al., 2006). They are 
the most diverse group of microorganisms that is strongly reliable in hydrocarbon degradation 
in Antarctica and has been reported to degrade both alkanes (Bej, Saul, & Aislabie, 2000; 
Shukor et al., 2009) and/or aromatic hydrocarbons (Aislabie et al., 2000) aerobically as shown 
in Table 3. Rhodococcus spp. are one of the promising group in hydrocarbon degradation due 
to their outstanding qualities. Owing to the multiple alkane hydroxylase systems in them, 
the extent of alkane compound mineralisation is broad (Aggarwal, Dawar, Phanindranath, 
Mutnuri, & Dayal, 2016; Nie et al., 2014; Whyte et al., 2002). Production of biosurfactants by 
Rhodococcus spp. isolated from the Antarctic have also been reported by Gesheva, Stackebrandt 
and Vasileva-Tonkova (2010) and Malavenda et al. (2015). The combination of these particular 
properties together with their tolerance for cold environments definitely establishes them as 
an effective tool for Antarctic soil remediation. Another bacterial group that has shown a 
capability for utilising hydrocarbons as carbon and energy sources are Pseudomonas spp. and 
Sphingomonas spp. Comparable to Rhodococcus spp., this group of bacteria also has several 
distinctive properties such as biosurfactant production for the former (Pacwa-Plociniczak, 
Plaza, Poliwoda, & Piotrowska-Seget, 2014; Santa Anna et al., 2002) and the ability to degrade 
both simple aromatic hydrocarbons and PAHs that have low susceptibility towards microbial 
degradation (Aislabie et al., 2000; Ma, Wang, & Shao, 2006). Based on the collected reports 
on the hydrocarbon-degrading ability of microbial isolates, hydrocarbon degraders show a high 
prevalence of psychrotolerant rather than psychrophilic microbes. Lo Giudice et al. (2010) 
asserted that this finding may suggest the temperature values and fluctuations that characterise 
the cold habitat of the microbes’ origin. Hence, further efforts should be aimed at isolating pure 
psychrophilic hydrocarbon degraders, especially those from permanent cold environments. 

The mechanistic approach of bacteria in degrading petroleum hydrocarbon is commonly 
predicted under aerobic degradation, as it is the most rapid and offers complete degradation (Das 
& Chandran, 2011). Enzymes play a major role in biodegradation of recalcitrant compounds. 
The process of bioremediation basically depends on microbial enzymes that attack the 
contaminants, thus converting them into harmless compounds such as carbon dioxide and water 
molecules. The degradation of petroleum hydrocarbons can be mediated by specific enzyme 
systems. Even though hydrocarbon degradation in the Antarctic by the anaerobic process 
has been reported (Powell, Ferguson, Snape, & Siciliano, 2006), aerobic degradation is the 
prevalent mineralisation pathway chosen mostly by bacteria. Monooxygenases, which are the 
alkane-activating enzymes, incorporate O2 as a reactant for the activation of alkane molecules. 
Another group of enzymes, hydroxylases, initiates oxidation of alkane chains (Rojo, 2009). 
One of the most commonly mentioned hydroxylase systems is the Cytochrome P450 enzyme 
system, which is able to hydroxylate large numbers of compounds (Sekine et al., 2006). These 
enzymes act as the key component in initiating hydrocarbon degradation. 
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The subsequent pathway of alkane degradation after the involvement of hydroxylases is 
dependent on the mechanism of the bacteria itself. The most generic one is the yielding of 
n-alcanols by alkane hydroxylases, which are then continued with the oxidation of membrane-
bound alcohol dehydrogenase to form n-alkanals (Harayama et al., 1999). After transformed 
subsequently to fatty acids, the products are likely to enter the fatty acid metabolism and 
eventually produce the ultimate products, carbon dioxide and water.

Meanwhile, Harayama et al. (1999) stated that cycloalkane degradation involves the 
co-oxidation mechanism as formation of cyclic alcohol and ketones has been observed. A 
monooxygenase then introduces an oxygen atom into the cyclic ketone causing the cyclic ring 
to be cleaved (Morgan & Watkinson, 1994). The catabolic pathways for aromatic compounds 
can be achieved through several pathways. Although different microbial species utilise different 
pathways for mineralisation of these compounds, hydroxylases and monooxygenases still play 
the major role in the whole picture (Johnson & Olsen, 1997). In general, the biodegradation 
of PAHs is initiated by dihydroxylation of one of the polynuclear aromatic rings, followed by 
cleavage of the dihydroxylated ring. Both hydroxylation is catalysed by a multi-component 
dioxygenase comprising a reductase, a ferredoxin and an iron sulfur protein, while ring 
cleavage is normally catalysed by an iron-containing meta-cleavage enzyme. The carbon 
outline produced by the cleavage reaction is then disassembled, before cleavage of the second 
aromatic ring (Harayama, Kok, & Neidle, 1992; Saito, Iwabuchi, & Harayama, 1999).

The uptake mechanism of alkanes varies depending on the bacterial species, the molecular 
weight of the alkanes and the physico-chemical characteristics of the polluted surroundings 
(Wentzel, Ellingsen, Kotlar, Zotchev, & Throne-Holst, 2007). Low-molecular weight alkanes 
can be uptaken directly, but for medium- and long-chain n-alkanes, microbes may gain contact 
to the compounds by adhering to hydrocarbon precipitates or by surfactant production (Rojo, 
2009). Biosurfactants are surface-active biological compounds produced by a wide variety of 
microorganisms. One of the advantages of biosurfactants in bioremediation is that they have the 
ability to improve solubilisation and removal of contaminants (Muthusamy, Gopalakrishnan, 
Ravi, & Sivachidambaram, 2008). In general, biosurfactants act as emulsifying agents by 
decreasing the surface tension and forming micelles, which encapsulate the contaminants 
before they are taken up and degraded by cells. 

The existence of filamentous fungi has been reported in Antarctic cold environments, 
while discovery of hydrocarbon-degrading yeast from the Antarctic has never been reported 
to the present day. Several hydrocarbon-degrading fungi isolated from Antarctica are listed in 
Table 4. However, Margesin and Schinner (1997) have reported on a yeast strain, identified 
as Yarrowia lipolytica, that effectively degraded hexadecane and dodecane isolated from the 
Alpine cold-habitat. Although fungi show capability for utilising hydrocarbons, information 
on their mechanistic approach and full potential is limited compared to that on bacteria.
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FACTORS AFFECTING HYDROCARBON DEGRADATION IN ANTARCTICA

The Antarctic environment is known for its harsh environment – extremely cold weather, strong 
winds and brutal storms (Mishra, Yadav, Sharma, Ganju, & Singh, 2014). These conditions 
become limiting factors in hydrocarbon degradation in this region. Among the factors that 
affect the hydrocarbon biodegradation rate are temperature and nutrient availability. 

Temperature is one of the most important aspects in determining the success of 
biodegradation. Ma et al. (2006) agreed that low temperatures in Antarctica are the main 
limiting factor of hydrocarbon biodegradation, as physical nature and composition of spilled 
oil are more prone to modifications in such temperature. According to Margesin and Schinner 
(1999), due to cold temperatures, oil tends to increase in viscosity, thus causing hydrocarbon 
volatilisation to be reduced and slowing down the mineralisation process. As the rate of reaction 

Table 3 
List of several Antarctic hydrocarbon-degrading bacteria  

Strain Substrate degraded Isolation place Reference(s)
Rhodococcus DM1-21 C12-C30, crude oil, gas oil Marambio station Ruberto et al., 2005
Rhodococcus B11/B15 Diesel oil Terra Nova Bay, Ross 

Sea
De Domenico et al., 
2004

Rhodococcus JG-3 N/A (grown on TSA/TSB) Dry Valleys Goordial et al., 2015
Rhodococcus sp. Crude oil, diesel oil South Shetland Islands Malavenda et al., 2015
Pseudomonas J3 Diesel oil Jubany station Shukor et al., 2009
Pseudomonas Ant 9 xylene, benzene, naphthalene Scott Base Aislabie et al., 1998
Pseudomonas LCY16 Naphthalene, phenanthrene Great Wall station Ma et al., 2006
Sphingomonas Ant 17 Naphthalene, phenanthrene Scott Base Baraniecki et al., 2002
 *N/A - not available

Table 4 
List of several hydrocarbon-degrading fungi from Antarctica  

Strain Substrate degraded Isolation place Reference(s)
Arthroderma sp. 1 Monoaromatic hydrocarbon Macquarie Island Ferrari et al., 2011
Pseudeurotium bakeri Diesel oil Macquarie Island Ferrari et al., 2011
Mortierella sp. HC8D Dodecane Rothera research 

station
Hughes et al., 2007

Phialophora sp. N/A (#) Scott Base, Marble 
Point

Aislabie et al., 2001

Chrysosporium sp. N/A (#) Scott Base, Marble 
Point

Aislabie et al., 2001

Alternaria sp. N/A (#) Scott Base, Marble 
Point

Aislabie et al., 2001

 *N/A - not available, # - isolated from hydrocarbons-contaminated sites
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is thought to follow the Arrhenius relationship, biodegradation will be assumed to decrease as 
the temperature decreases, which is a disadvantage of the Antarctic cold environment. However, 
contaminants can be reduced in the Antarctic cold environment as bioremediation treatments 
are usually done and proposed in the summertime, when temperatures are higher, where soils 
are slightly thawed and water is more accessible (Atlas, 1986). Hydrocarbon degradation at 
low temperatures has been investigated in the laboratory in the range of 4-30°C (Aislabie et 
al., 2006; Muangchinda et al., 2015), but there have been no reports on degradation in subzero 
temperature.

Necessary nutrients are also one of the important factors in dealing with biodegradation of 
petroleum hydrocarbon. Fuel spills on Antarctic soil (or water bodies) can raise the levels of 
soil organic carbon, which may either serve as substrates for microbial growth or be growth-
retardant due to toxic effects (Bossert & Bartha, 1984). However, the increased proportions of 
carbon in the environment reduce the availability of other nutrients like nitrogen and phosphorus 
to the microorganisms, thus disturbing nutrient balance in the Antarctic environment. Due to 
low nutrient levels in polluted Antarctic sites, several attempts have been made to increase 
nutrient concentration such as addition of oleophilic fertilisers to sub-Antarctic soils (Coulon, 
Pelletier, St. Louis, Gourhant, & Delille, 2004); optimisation of the biostimulation strategy 
(Alvarez, Lo Balbo, Mac Cormack, & Ruberto, 2015); and supplementation of nutrients/water 
(Stallwood, Shears, Williams, & Hughes, 2005). 

Furthermore, availability of oil waste and oxygen in the environment to microorganisms 
does influence the rate of biodegradation. For the former, Barathi and Vasudevan (2001) 
stated that hydrocarbon compounds tend to bind to soil particles, causing the degradation and 
removal of hydrocarbons to be harder. These problems, however, can be countered in certain 
ways – usage of biosurfactant-producing microorganisms, biopiling and soil heating. Atlas 
(1991), meanwhile, stated that the availability of oxygen in soils, sediments, and aquifers are 
often limiting and reliant on the type of soil and whether the soil is clogged, thus disturbing 
the aerobic degradation of hydrocarbon compounds.

NEW BIOREMEDIATION PROSPECTS IN ANTARCTICA

The outcomes of applying microbial species for treatment of petroleum hydrocarbon pollution in 
Antarctica have been tremendous due to the success of great ideas and their effective application 
in recent decades. Although microbial degradation of petroleum hydrocarbons in Antarctica 
is well understood nowadays, extra work and effort are needed to optimise and improve the 
existing approach. Emerging works should be considered and studied to attain the promise they 
carry. Several developing technologies in microbial bioremediation that show great potential 
are phytoremediation and the use of genetically-modified bacteria. 

According to Greipsson (2011), phytoremediation is the use of plants and associated soil 
microbes to reduce the concentration or toxic effects of contaminants in the environment. 
Some advantages of phytoremediation are cost-effective, eco-friendly and generates recyclable 
energy in ecosystems. Phytoremediation technologies can be categorised as phytostabilisation, 
phytodegradation, phytovolatilisation and phytoextraction, with comparable results among 
the systems (Greipsson, 2011). Recent decades have favoured phytoremediation although 
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there are fewer reports on its use in Antarctica (Ali, Khan, & Sajad, 2013; Mitton, Gonzalez, 
Monserrat, & Miglioranza, 2016).

Successful hydrocarbon remediation through plants has been reported by Jones, Sun, Tang 
and Robert (2004) and Sun, Lo, Robert, Ray and Tang (2004). Yet, the majority of research 
with respect to phytoremediation of petroleum hydrocarbons has concentrated on the method of 
rhizodegradation, due to the cold climate of Antarctica. Rhizodegradation, in general, is defined 
as the transformation of pollutants in the soil proximal to the roots (rhizosphere) by organisms 
associated with vegetative species such as bacteria. Though plants and microorganisms can 
mineralise petroleum hydrocarbons independently of one another, Atlas and Bartha (1998) 
implied that it is the interaction between plants and microorganisms that is the principal 
means responsible for petrochemical degradation in phytoremediation efforts. Daryabeigi 
Zand and Hoveidi (2016) supported the theory of the synergetic energy between plants and 
microorganisms for the increased degradation effect of recalcitrant compounds based on the 
positive outcomes in recent studies by Liu, Meng, Tong and Chi (2014a) and Xiao, Liu, Jin 
and Dai (2015). 

In most higher and vascular plants like grasses, several aspects do need to be evaluated 
for a potential phytoremediator such as their root architecture, exudate patterns of the root, 
cell wall components and the genetic composition of the plant involved (Balasubramaniyam, 
2015). However, certain limitations in vascular plants might occur as plant roots play the most 
vital part in phytoremediation, specifically rhizodegradation. The presence of hydrocarbons in 
soil, for instance, may pose a challenge to the growth of plant roots for their toxicity and water 
stress (Balasubramaniyam, Chapman, & Harvey, 2015), automated hindrance and nutrient 
deficiency (Brandt, Merkl, Schultze-Kraft, Infante, & Broll, 2006; Merkl, Schultze-Kraft, & 
Infante, 2005). Meanwhile, studies on phytoremediation using lower plants such as algae, 
lichens and moss also have increased in recent decades due to their key role in carbon dioxide 
fixation and immense growth and biomass (Chekroun, Sanchez, & Baghour, 2014; Jacques 
& McMartin, 2009). While their importance as a potential degrader can be considered as a 
branch of phytoremediation, most studies on certain lower plants are classified as degradation 
by microorganisms. In general, the application of phytoremediation in Antarctica might be 
less practical due to the harsh climate, lack of native plants and soil conditions (Camenzuli, 
Freidman, Statham, Mumford, & Gore, 2013). Overall, no data have been reported to date on 
the application of phytoremediation in Antarctic hydrocarbon-polluted sites, except for the mass 
study by Bramley-Alves, Wasley, King, Powell and Robinson (2014) on the degradation of 
petroleum hydrocarbons in sub-Antarctic soils by native tussock grass (Poa foliosa). Therefore, 
it is highly encouraged that researchers consider a new branch of subjects regarding this topic. 

The idea of employment of genetically-modified (GM) microorganisms (especially 
bacteria) in hydrocarbon bioremediation has sparked enormous attention among researchers 
to improve the degradation of hazardous wastes. Past decades have shown several studies on 
hydrocarbon degradation by GM bacteria such as Alcaligenes eutrophus H850 (Van Dyke, 
Lee, & Trevors, 1996), Pseudomonas fluorescens HK44 (Sayler & Ripp, 2000), Sinorhizobium 
meliloti (Dutta, Hollowell, Hashem, & Kuykendall, 2003), Pseudomonas putida PaW 340/
pDH5 (Massa et al., 2009) and Rhodococcus sp. strain RHA1 (Rodrigues et al., 2001). However, 
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the Antarctic Treaty of 1998 prohibits the introduction of foreign organisms into the Antarctic 
environment. Hence, GM bacterial species indigenous to the Antarctic are hugely in demand, 
as no information has been reported on this subject.

CONCLUSION

Recovering and improving Antarctic polluted environments is a real-world concern, as the 
Antarctic continent can be deemed to be one of the last pristine environments on Earth. In 
treating pollution ranging from oil spills to soil contamination, bioremediation stands out 
as an effective approach in the attempt to restore environments to their original conditions. 
Exploiting the ability of microorganisms to degrade petroleum hydrocarbons, together with 
the introduction of nutrients, oxygen and other biological means has brought bioremediation 
to a new level. However, managing this biological means is a meticulous challenge in a harsh 
environmental condition such as Antarctica.  

Improved understanding of the present knowledge such as petroleum hydrocarbon 
composition and toxicity; management of oil spills; microbial degradation and factors 
affecting degradation are needed for successful bioremediation. Furthermore, new ideas such 
as the promising use of phytoremediation (rhizodegradation) and genetically-modified (GM) 
indigenous bacteria must be looked into for future consideration.
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ABSTRACT

The control of cost and time in construction projects is one of the most important issues in construction 
since the emergence of the construction industry. A successful project should meet not only quality 
output standards, but also time and budget objectives. The management and control of cost and time in 
construction is fundamental in every project. An effective cost and time management and control technique 
for construction projects is important in managing risk of cost overrun and delay in completion of projects. 
Construction projects are becoming more complex as they now involve many stakeholders from different 
disciplines. The emergence of Building Information Model (BIM), an alternative technology is believed 
to solve issues related to project cost and time control as it efficiently increases collaboration between 
stakeholders. The aim of this paper is to review and summarise the causes of delay and cost overrun 
in construction industries, which are the main causes of disputes and abandonment of projects in the 
industry. It was found that delays and cost overrun eat deep into the industry and leave the construction 

industry with a bad image for decades even with 
rapid advancement in technology. The review 
of the applications of BIM showed that most of 
the applications are geared towards minimising 
construction cost and time spent on projects. This 
means that the use of BIM in the management of 
construction projects has great impact on project 
cost and time.    

Keywords: BIM, cost control, delay and cost 
overrun, time control
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INTRODUCTION

Control of cost and time in a construction project is one of the most important issues in 
construction since the emergence of the industry (Minchin et al., 2013). In this light, a successful 
project should not only meet quality output standards, but also time and budget objectives. Time 
and cost performance is a fundamental criterion for the success of any project. However, delay 
of project completion is very common in the construction industry due to ineffective cost and 
time control (Forbes & Ahmed, 2010). The essence of cost and time control is to ensure that 
projects are finished on time, and this is attainable through constant measurement of progress, 
evaluation of plans and taking appropriate action on the project (Kerzner, 2013). Buttressing 
this also is the Project Management Body of Knowledge (PMBOK), which suggests that in 
order to achieve the baseline  objectives of  any project, there has to be effective monitoring 
of project cost and time control (PMI, 2013).

Inherently, cost and time are two major concerns in managing construction projects 
(Rasdorf & Abudayyeh, 1991). However, construction projects are becoming more complex as 
they now involve many stakeholders from different disciplines. Most of the features of projects 
that give rise to delay and cost overruns do vary alongside with the project type, location, 
size and scope. Most of the time, construction projects that are large in nature and scope are 
characterised by their complexity and capital demands (Torp et al., 2016). 

In addition, the construction industry has many branches, and as such, it encompasses a lot 
of information about any one construction project. This is information that is very important to 
a project, and can be the basic foundation for decision-making, procurement and collaboration. 
The success of a project requires cost management among other factors to be considered 
before the commencement of the project (Masrom et al., 2015). Cost management starts with 
quantification, which takes a lot of time and is tedious in nature. Traditionally, the process is 
manually completed most of the time with high likelihood of human error, which tends to be 
higher when preparing estimates for complex projects. The use of computer-related applications 
allow for the making of more reliable decisions (Martínez-Rojas et al., 2016).

Globally, the construction industry is replete with high-profile projects that are faced 
with significant delays and cost overrun (Smith, 2014). For example, in Saudi Arabia, it 
was found out that only 30% of construction projects were completed within the scheduled 
completion dates and that the average time overrun was between 10% and 30% (Assaf & Al-
Hejji, 2006).  Malaysia, a fast-developing country in Southeast Asia, is no exception from this 
global phenomenon. In 2005, about 17.3% of government contract projects in Malaysia were 
considered sick due to three months of delay and therefore, abandoned.

However, the construction industry in Malaysia plays a vital role in the nation’s economic 
growth. It brings job opportunity and increment to the people’s quality of life by providing 
essential socioeconomic infrastructure, such as offices, roads, houses and schools. Additionally, 
Malaysia is progressively marching towards industrialisation and the role of the construction 
industry is to enhance and at the same time, realise the needs and aspiration of its population 
(Alaghbari et al., 2007). Unfortunately, construction project delays and cost overrun are the 
norm in the Malaysian construction industry, leading to additional project costs (Enshassi et 
al., 2009). 
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The Malaysian construction industry is regarded as an industry facing poor performance 
leading to failure in achieving effective and efficient cost and time management (Ismail et 
al., 2013). In addition, the Chartered Institute of Building (CIOB) stated that in 2008 the 
quality of time management of construction projects was generally poor (Purnus & Bodea, 
2013). Research conducted by CIOB in 2008 indicated that growth in training, education and 
skill levels within the construction industry in the use of time management techniques has 
not kept pace with the technology available (Zhang & Gao, 2013). As such, the emergence 
of alternative techniques is believed to minimise the issues relating to project cost and time 
control. Furthermore, it is also believed that the emergence of the Building Information Model 
(BIM) can lead to greater efficiency by means of increased collaboration (Zhang & Gao, 2013).

The National BIM Standard (NBIMS) Project Committee of the Building SMART alliance 
(2010) referred to BIM as

A digital representation of physical and functional characteristics of a facility, as such, 
it serves as a shared knowledge resource for information about a facility, forming a 
reliable basis for decisions during its life-cycle from inception onward. The BIM is a 
shared digital representation founded on open standards for interoperability. (Succar, 
2009)

This suggests the Building Information Model (BIM) as an alternative approach to construction 
design; it does not only make digital representation of designs easier, it also provides all the 
necessary information for any project before construction (Xiao & Noble, 2014). Thus, the 
information represented by BIM models is very useful and can be analysed to optimise the 
design, planning and construction processes (Azhar, 2011). Moreover, according to Bryde et 
al. (2013), BIM is an appropriate tool for project managers and should be considered by project 
managers as a way to help manage construction projects. However, BIM as an alternative 
technology in Malaysia needs to be studied to provide proof that it can satisfy the industry’s 
need in improving cost and time control. It is also important to further investigate how cost 
and time control can be improved upon using BIM technology. 

Project Time Control

Project time control is the process of monitoring the status of project activities, which include 
updating the project progress and managing changes to the schedule baseline to achieve the 
plan (PMI, 2013). This process is beneficial as it provides the means to recognise deviation 
from the actual plan in order to take corrective and preventive measures to reduce risk. The 
duration of time it takes for the execution of a project is, most of the time, very important to 
the parties involved (Dalu, 2012). However, project delays are common globally, especially 
in developing and underdeveloped countries (Nassar et al., 2005).

Project time control process. The process of project time control involves three main 
parameters, which are input, tools and techniques and output (PMI, 2013). The input are 
project management plans, the project schedule, work performance data, the project calendar 
and organisation process assets. The tools and techniques used in project time control are 
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performance reviews, project management software, resource optimisation techniques, 
modelling techniques, leads and lags, schedule compression and use of scheduling tools 
(Masrom et al., 2015), while the output that is expected from these processes are work 
performance information, schedule forecasts, change request, project management plan updates, 
project document updates and the organisational process assets updates (Yun et al., 2016).

Project Cost Control

According to Dalu (2012), project cost control is a vital ingredient for a successful project. 
Project cost control is the process of monitoring the status of the project by updating the project 
costs and managing changes to the cost baseline. This provides means for the recognition of 
variance from the plan so as to take corrective actions and reduce risk (PMI, 2013). This, 
therefore, means that corrective action needs to be taken by personnel who incur cost in all 
companies irrespective of their size.

Project cost control process. Similar to time control, the process for project cost control 
involves three main parameters, which are input, tools and techniques and output. The process 
and its parameters for input are project management plan, project funding requirements, work 
performance data and organisational process assets. The tools and techniques comprise earned 
value management (EVM), forecasting, to-complete performance index (TCPI), performance 
reviews, project management software and reserve analysis, while the output process and 
its parameters include work performance information, cost forecast, change request, project 
management plan updates, project document updates and organisational process updates (PMI, 
2013).

Causes of Delay and Cost Overrun in Construction Projects 

However, even with the vast integrated knowledge areas in project management, delay and 
cost overrun are the most common issues in construction projects (Francois, 2016). Thus, it is 
significant to note that the degree of success of a project is defined within the triangle of scope, 
time and cost. As such, it is important to look at the causes of these delays and cost overrun in 
projects. In this regard, delay is generally acknowledged as the most common, costly, complex 
and risky problem encountered in construction projects. 

Previous research conducted has shown that project delays are common and costly, making 
it an important study to know the causes of these problems for effective project management 
(Frimpong et al., 2003; Koushki & Kartam, 2004; Koushki et al., 2005; Abdullah & Tawie, 
2006; Abdul-Muhid, 2006; Ramanathan et al., 2012 ). As a result of the overriding importance 
of time for both the owner (in terms of performance) and the contractor (in terms of money), 
delays are undoubtedly the source of frequent disputes and claims leading to lawsuits. Delays 
occur in most construction projects; the magnitude of these delays varies considerably from 
project to project (Alaghbari et al., 2007; Enshassi et al., 2009).
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Chan et al. (1997) stated that poor site management and supervision, unforeseen ground 
conditions, delays in making decisions by the project team and changes in scope caused by 
initiated and necessary variations of work by the project sponsors are the main causes of cost 
and time overrun in Hong Kong. In Jordan, Al-Momani (2000) examined 130 government 
projects and stated that changes that were initiated by the designers, weather, client requirement, 
late deliveries, site condition and economic conditions were the main causes of delay in 
construction projects.

According to Frimpong et al. (2003), in Ghana, material procurement, escalation of 
material prices, poor contractor management, poor technical performance and difficulties 
arising from agencies’ monthly payment are the major causes of delay and cost overrun in 
the construction of groundwater projects. In Hong Kong, the major cause of delays and cost 
overrun were identified to be the poor management of sites, unforeseen ground conditions, 
change orders and poor decision making (Chan & Kumaraswamy, 1997, 2002). Furthermore, 
according to Odeh and Battaineh (2002), from the viewpoint of contractors and consultants in 
the construction industry, owner interference, inadequate contractor experience, finance and 
payment, labour productivity, slow decision making, improper planning and subcontractors 
are the major causes of delay in construction projects. 

Hsieh et al. (2004) conducted a study on 90 metropolitan projects in Taiwan, and identified 
planning and design as the major cause of change orders in the projects leading to delay and cost 
overrun, while Sambasivan et al. (2007) stated that predominantly, delays are caused as a result 
of changes in design, poor planning and labour productivity. Moreover, in a study conducted 
by Kaliba et al. (2009), other prime causes of delay and cost overrun are client organisations 
delaying in making payment, modification of contracts, economic hardship, procurement 
materials, design changes, staffing issues, lack or unavailability of working equipment, poor 
supervision, mistakes during construction, poor site coordination, specification changes and 
labour. 

Abd El-Razek et al. (2008) conducted a survey on the causes of delay and cost overrun 
and found that financial problems experienced during construction by contractors, owners 
delaying payment to contractors, changes in design by clients or their agents during construction 
and the lack of use of professional construction and contractual management were the main 
causes of delay and cost overrun. In addition, research by Le-Hoai et al. (2008) on the causes 
of delay in Vietnam compared with those of other countries showed that in Vietnam, lack of 
experience, loose deadlines, poor cost estimates, design inefficiencies, labour incompetence, 
government-related issues and financial problems were the main causes of delay, whereas in 
Thailand, the main causes of delay were poor design, resource and labour shortages, poor 
project planning, inefficient contractor management, financial difficulties and change orders 
(Toor & Ogunlana, 2008). 

Delay and cost overrun do occur internally and are generated by the sponsors, design 
team, contractors and consultants. At the same time, they could be externally caused through 
late material supply, government policies or weather conditions (Ahmed et al., 2003). Olawale 
and Sun (2010) reported change in design as the most significant cause of poor time and cost 
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control from the practitioner’s point of view. The five main causes of delay in construction 
projects according to Alinaitwe et al. (2013) comprise scope change, payment delays, high 
cost of capital, poor monitoring and control and political insecurity and instability. Inadequate 
experience by the contractor, poor project planning, site management and change orders were 
among the 15 main causes of delay in Turkey according to Gündüz et al. (2012).

Samarghandi et al. (2016) conducted a study on the reasons for delay and cost overrun 
in construction projects in Iran and developed a statistical model that categorised delay 
factors into four main categories. The categories include owners’ defect, contractors’ defect, 
consultants’ defect and government laws, regulations and other general defects. Delay factors 
such as shortage of materials, change orders, delay in payment of suppliers, poor management 
of site and late submission of drawings are the main causes of delay (Abdul Kadir et al., 2005; 
Ramanathan et al., 2012). Alaghbari et al. (2007) conducted a study on the causes of delay and 
ranked them. The researcher found that financial problems and coordination problems were 
the two most important factors causing delay in construction projects in Malaysia.

Similarly, Sambasivan and Soon (2007) conducted research using a questionnaire to 
describe the 10 main causes of delay in Malaysian construction projects and found that they 
included poor site management, late payment, labour supply, improper planning, lack of 
experience, problems with subcontractors and shortage of materials. Al-Tmeemy et al. (2012) 
listed several causes of delay in Malaysia that included labour productivity, slow decision 
making, inflation, material delivery and insufficient equipment. Shehu et al. (2014) also stated 
that contract delays were predominantly caused by the contractors, while the other factors were 
associated with finance. Ahmed et al. (2003) and Al-aghbari (2005) in their separate research 
classified the factors causing delay and cost overrun in Malaysian construction projects into 
four categories, which are contractor’s responsibility, consultant’s responsibility, owner’s 
responsibility and external factors.

The causes of delay and cost overrun are summarised in Table 1 below.

Table 1 
Causes of delay and cost overrun  

Causes of Delay and Cost Overrun Sources 
Scope change, payment delays, high cost of capital, poor monitoring and 
control and political insecurity and instability 

Alinaitwe et al. (2013)

Client organisations delay in payment, modification of contracts, 
economic hardship, procurement materials, design changes, staffing 
issues, lack or unavailability of working equipment, poor supervision, 
mistakes during construction, poor site coordination, specification 
changes and labour disputes

Kaliba et al. (2009); 
Samarghandi et al. (2016); 
Olawale and Sun (2010)

Inadequate experience of the contractor, poor project planning, site 
management and change orders

Gündüz et al. (2012)

Designers, weather, client requirement, late deliveries, site condition and 
economic conditions

Al-Momani (2000)

Material procurement, escalation of material prices, poor contract 
management, poor technical performance, difficulties arising from 
agencies’ monthly payment

Frimpong et al. (2003)
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From the review above, one can conclude that the cause of delay and cost overrun have eaten 
deep into the industry and have given the construction industry a bad image for decades. 
Unfortunately, such causes keep recurring even with the advancement in technology and 
rigorous research done to solve or minimise their recurrence. It is believed that the application of 
BIM will solve these issues as it integrates all the major stakeholders from different disciplines 
in a project when making and taking decisions.

Concept of Building Information Model (BIM)

The contractor’s guide to Building Information Modelling (BIM) describes it as a process of 
developing and implementing computer-generated models to combine the design, planning, 
construction and operation of a facility. In this light, Masood et al. (2014) defined BIM as a 
3D digital representation of a facility with essential components and characteristics made up 

Owner interference, inadequate contractor experience, finance and 
payment, labour productivity, slow decision making, improper planning 
and subcontractors

Odeh and Battaineh (2002)

Poor planning and design Hsieh et al. (2004)
Changes in design, poor planning and labour productivity. Sambasivan et al. (2007)
Poor site management and supervision, unforeseen ground conditions, 
slow rate of making decisions by the project team, changes in scope of 
work by the project sponsors

Chan et al. (1997); Chan 
and Kumaraswamy (1997, 
2002)

Financial difficulty during construction by contractor, owners delaying 
payment to contractors, changes in design by clients or their agents 
during construction, lack of use of professional construction and 
contractual management

Abd El-Razek et al. (2008)

Lack of experience, loose deadlines, poor cost estimates, design 
inefficiencies, labour incompetence, government-related issues and 
financial issues 

Le-Hoai et al. (2008)

Poor design, resource and labour shortages, poor project planning, 
inefficient contractor management, financial difficulties and change orders

Toor and Ogunlana (2008)

Late material supplies, government policies, weather conditions Ahmed et al. (2003)
Shortage of materials, change orders, delay in payment to suppliers, poor 
management of site and late submission of drawings 

Abdul Kadir et al., 2005; 
Ramanathan et al., 2012

Financial issues and coordination Alaghbari et al. (2007); 
Shehu et al. (2014)

Poor site management, late payment, labour supply, improper planning, 
lack of experience, problems with subcontractors and shortage of 
materials 

Sambasivan and Soon 
(2007)

Low labour productivity, slow decision making, inflation, material 
delivery and insufficient equipment

Al-Tmeemy et al. (2012) 

Adherence to outdated/old construction methods, lack of knowledge 
about different defined execution models, poor contract management 
by consultants, governmental inefficiencies, mistakes in technical 
documents, delays in producing design documents, delays in reviewing 
and approval of design documents by consultant and client 

Odeh and Battaineh, 
(2002); Faridi and El-
Sayegh, (2006); Assaf and 
Al-Hejji, (2006).

Table 1 (continue)
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of intelligent building components. It is a means and practice of virtual design construction 
throughout the facility life-cycle that serves as a platform for knowledge and data sharing 
for communication between stakeholders (Eadie et al., 2015). While Olatunji et al. (2010) 
defined it as a representation of the combination of fairly revolutionary ideals for design 
technology, it portrays the geometry, geographic information spatial relationships, quantities 
and characteristics of building elements, material inventories, cost estimates and schedule of 
performance. 

BIM is basically a 3D digital representation of a facility. The model can be used to express 
the entire facility life-cycle. The model is data rich because of the quantity of material involved, 
its properties can be easily obtained and the scope of work required can easily be defined and 
isolated from the model (Smith & Edgar, 2008). Contract documents, drawings, procurement 
details, specifications and other construction documents can easily be interrelated using the 
model (Bazjanac, 2006; Khemlani, 2007). Thus, a series of techniques that enable the practice 
and processes of construction and virtual designs through the project’s life-cycle is the main 
concept of BIM (Zhang, 2012).

The BIM industry working group (BIWG) (2011) defined the levels of BIM from 0-3. Level 
0 refers to the unmanaged CAD, Level 1 is the managed CAD, while Level 2 is the managed 3D 
of the different disciplines. The third level is a fully-open process and data integration system 
enabled by web services compliant with emerging Industry Foundation Class/International 
Framework for Dictionaries (IFC/IFD) standards managed by a collaborative model server.

BIM tools. A lot of tools have been developed as a result of the spread of the concept of BIM 
in achieving its perspectives. These tools are used to manage construction projects, most of 
which are designed for specific purposes to meet the need of users, while a few are designed 
for multiple functions and information collection. The type of tool to be used depends on 
the purpose, user and stage in which it will be used. BIM tools enable 3D modelling and the 
management of information. The use of these tools makes BIM a unified system that interacts 
with all its parts. The table below shows some known BIM tools, their manufacturers and 
their functions.

Table 2 
Building information model tool 

Manufacturer Tool Function
AutoDesk Navisworks To manage 3D model-based design and clash 

detection
Bentley Bentley Navigator Dynamic coordination between models and 

disciplines
Vico Software Vico Office Analysis of various 3D models for coordination, 

scheduling and estimating
Gehry Technologies Digital Project Suit Full-featured suite: For design, review and 

information management
Tekla Tekla Structures 3D structural modelling and detailing
Solibri Solibri Model Checker For quality assurance/quality control (QA/QC)
Synchro Ltd. Synchro Professional Scheduling of systems and planning simulations



Improving Cost and Time Control in Construction Using BIM

29Pertanika J. Sci. & Technol. 26 (1): 21 - 36 (2018)

Applications of BIM in Project Management

The potential of the application of BIM in the management of construction projects is 
similar to the Project Management Body of Knowledge (PMBOK); hence, it is an important 
tool for effective and efficient project management as it integrates stakeholders (Rokooei, 
2015). BIM as a promising technology facilitates project management and the possibility of 
integrating building models and products, giving it high potential for management of project 
life-cycles (Gourlis & Kovacic, 2016) as it can be used throughout a project’s life-cycle. It 
helps in understanding the project needs by the owner. It is also used for analysis, design and 
development of the project by the design team. The contractor also makes use of it in managing 
the construction phase, as well as in decommissioning, maintenance and operation carried out 
by the facility manager (Grilo & Jardim-Goncalves, 2010).

BIM is regarded as a great visualisation tool as it provides 3D virtual representation of the 
facility (Zhang, 2012). This is the reason why in recent times, researchers and practitioners in 
the industry have been using it as an alternative means of interdisciplinary information sharing; 
it enables users to have an idea of the functional and physical characteristics of the facility in 
3D visualisation. Walk-through, rendering and sequence of the model can be provided by the 
project manager during project bidding for ease of communication with interested contractors. 
An outlook of the project, when completed, is provided through visualisation of the model 
using BIM techniques, which solve the issues of having to combine the different 2D views of 
the proposed project to create a 3D view (Mohandes et al., 2015). The virtual models enhance 
collaboration and communication as it can be shown to the owner and designers during 
meetings. The sequence of the construction work and planning can be based upon the utility 
of the model component. The virtual models, which are cost effective, allow the contractor 
and the design team to work on the constructability analysis of the building, thereby reducing 
risk and potential design errors and saving time (Azhar et al., 2008).

Value for money can be improved through the use of BIM, as was shown through research 
conducted by Li et al. (2014). The evidence provided to justify their finding was from the 
Shanghai Disaster Recovery Centre project, which showed a potential benefit of optimised 
construction activities through cost-orientated activities. Moreover, BIM reduces waste and 
also optimises efficiency throughout the project life-cycle as it supports integrated project 
delivery through a collaborative process (Glick & Guggemos, 2009).

Lavy et al. (2014) conducted research using a case study of the Solibri Model Checker 
(SMC), and it was found out that maintainability of the facility could be checked during the 
design phase (i.e. using BIM), which will reduce the cost of maintenance during a project’s 
life-cycle. This is possible as the 3D model offers facility managers the opportunity to anticipate 
maintenance accessibility problems and ways to resolve them.

Lu et al. (2014) conducted a study on the cost benefit of implementing BIM by comparing 
two projects i.e. one using BIM and the other, conventional methods. It was found that the 
implementation of BIM saved cost by about 7% per square metre for the project. At the 
construction stage, it decreased the cost per square metre of the gross floor area by 8.61% 
when compared to the conventional designed and built project. According to Lu et al. (2016), 
cash flow analysis can be automated and simplified through 3D modelling design by linking 
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cost and schedule information (i.e. 5D BIM); this saves more time and cost compared with 
using the traditional method, which is time consuming. On the contrary, Masood et al. (2014) 
stated that BIM has very low impact on cost reduction, time and human resource in Pakistan’s 
construction industry.

According to Underwood (2009), BIM presents a non-redundant model of the project’s 
life-cycle information to streamline its processes, which solves the problem of redundancy when 
using conventional methods. Improvement in quality of design, construction and minimising 
rework during construction are the three most important merits of using BIM. This was the 
perception of AEC professionals in Pakistan’s construction industry (Masood et al., 2014).

The applications of BIM in project management are summarised in Table 3.

Table 3 
Building information model applications 

Application of BIM Source
Quality compliance management Chen and Luo (2014)
Reduction in Information Exchange (IE) waste Dubler et al. (2010)
Improvement in the accessibility of facility management data Kassem et al. (2015); Liu (2010); 

Meadati et al. (2010)
Sustainability of project design and building performance Wong and Fan (2013)
Clash detection and coordination Azhar et al. (2008); Foster (2008); 

Young et al. (2009); Arayici et al. 
(2011); Lahdou and Zetterman (2011)

Automated safety checking platform Zhang and Gao (2013)
Constructability analysis Foster (2008)
Visualisation and sequencing of activities Tulke and Hanff (2007); Wilson and 

Koehn (2000); Ding et al. (2014)
Cost estimation of material and quantities Azhar et al. (2008); Hergunsel (2011); 

Sabol (2008)
Integration of key stakeholders Foster (2008)
Optimisation of prefabricated construction components Hergunsel (2011); Winberg and 

Dahlqvist (2010)
Risk assessment of design component of facility for 
prevention through design

Kamardeen (2010)

Scope clarification Bryde et al. (2013)

Table 3 shows that all the applications and the benefits from the applications of BIM are geared 
towards minimising construction cost and time spent on projects. This has shown that the use 
of BIM in the management of construction projects has great impact on project time and cost. 
Initial cost for the implementation of BIM might cost much, but it will increase the profitability 
of the company in the long run. The applications of BIM such as clash detection, quantity 
take-off, design and visualisation play an important role in the management of construction 
projects. The most common causes of delay and cost overrun arise from poor designs, inaccurate 
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estimates, mistakes and errors during construction due to clashes in designs. These issues can 
be minimised as there are reported benefits in the application of BIM that solve these issues 
by researchers.

CONCLUSION

The review highlighted the main causes of delay and cost overrun in the construction industry. 
It is generally acknowledged that the end result of delays and cost overrun is costly and risky, 
leading to many disputes and claims that end in lawsuits. Most of the causes of delay and 
cost overrun as stated by previous researchers can be classified into four categories. These 
are contractor’s responsibility, consultant’s responsibility, owner’s responsibility and external 
factors. It is believed that the evolution of the Building Information Model (BIM) will be 
able to increase efficiency and quality of output in the construction industry by eliminating 
these causes of delay and cost overrun. The application of BIM and the potential benefits of 
its application were also reviewed. The benefits from using these applications are expected to 
minimise delay and cost overrun as they provide solutions for the main causes of delay and 
cost overrun such as estimation, clash detection, integration and many more. 
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ABSTRACT

Android devices have gained a lot of attention in the last few decades due to several reasons including 
ease of use, effectiveness, availability and games, among others. To take advantage of Android devices, 
mobile users have begun installing an increasingly substantial number of Android applications on their 
devices. Rapid growth in many Android devices and applications has led to security and privacy issues. 
It has, for instance, opened the way for malicious applications to be installed on the Android devices 
while downloading different applications for different purposes. This has caused malicious applications 
to execute illegal operations on the devices that result in malfunction outputs. Android botnets are one 
of these malfunctions. This paper presents Android botnets in various aspects including their security, 
architecture, infection vectors and techniques. This paper also evaluates Android botnets by categorising 
them according to behaviour. Furthermore, it investigates the Android botnets with respect to Android 
device threats. Finally, we investigate different Android botnet detection techniques in depth with respect 
to the existing solutions deployed to mitigate Android botnets.   

Keywords: Android botnets, malware, detection 
techniques, DDoS attacks, mobile security

INTRODUCTION

Mobile devices (mobile devices/android 
devices are used interchangeably in this 
article) are gaining popularity in the 21st 

century (Narudin, Feizollah, Anuar, & Gani, 
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2016). These devices offer a host of advanced capabilities and ample storage of large volumes 
of personal and confidential data (Peng, Yu, & Yang, 2014). Nowadays, most mobile devices 
offer more computing capabilities and memory storage than many personal computers did a 
few years back. According to former Android boss Andy Rubin, “There should be nothing that 
users can access on their desktop that they cannot access on their cellphone” (Rubin, 2008). Any 
mobile device has three core features, such as Applications, Storage and Connectivity. These 
key features make Android devices an attractive tool for malware writers to attack organsation/
individual devices. While protecting stored data on these devices is crucial against today’s 
threats, most mobile devices use the Android operating system due to its open nature. Android 
provides a full set of software for Android devices including operating system, middleware 
and key Android applications (Sears, 2007). The open nature of Android devices make  these 
devices an attractive source for cybercriminals and over the years there has been a number 
of threats faced by mobile devices such as spyware, botnet, vulnerable applications, privacy 
threats, drive-by-download, phishing scams, malware, network exploits, browser exploits and 
Wi-Fi sniffing (Fossi et al., 2011; Inayat, Gani, Anuar, Khan, & Anwar, 2016), Botnet is one 
of the most dangerous threats faced by mobile devices recently. 

Malware is used to damage Internet-connected devices and gather sensitive information 
from individuals or it uses spyware for accessing the most private information on the infected 
device (Sharma, Chawla, & Gajrani, 2016). Spyware gathers all this information specifically 
for advertising purposes (Sheta, Zaki, El Salam, & Hadad, 2015). Privacy threats can be 
caused by those Android applications that may not be malicious by nature but use sensitive 
information obtained illegally from unsuspecting Android users. Vulnerable applications 
are those that contain deficiencies that may cause malicious attacks and malicious activities. 
Phishing scams are those that use the victim’s device emails for sending the virus infected links 
to the Internet-connected devices (Naraine, 2012). In drive-by-download, the infected devices 
download an application when they access a website. While the browser-exploits benefits from 
the vulnerabilities in mobile device web browsers or applications launched by the browser 
such as flash player, PDF reader and much more,  in network exploits, cybercriminals take 
advantage of Android operating system flaws for criminal activities (Naser, Zolkipli, Majid, & 
Anwar, 2014). When the data are transferred from one device to another connected by Wi-Fi 
as many applications do not use proper security rules, this results in data obstruction known 
as Wi-Fi sniffing. In this article, we focus on the Android botnet.

A botnet (Robot Network) is a type of malware that enables the infected devices to 
perform criminal activities according to the botmaster’s instructions (Anwar, Zain, Inayat, Haq, 
Karim, & Jaber, 2016; Naser et al., 2014; Peng et al., 2014). A malicious Android application 
is installed in a susceptible host that is capable of carrying out a series of different harmful 
activities to the end user according to the botmaster’s instructions. These applications can be 
downloaded to the victims’ devices using different methods. The most common ways to infect 
a victim’s device includes access to the infected websites, drive-by-download, spam emails, 
viral mechanism and much more (Anwar, Zain, Zolkipli, Inayat, Khan, Anthony, & Chang, 
2017; Karim, Shah, Salleh, Arif, Md Noor, & Shamshirband, 2015). Once an end-user’s device 
is infected with malicious software, it receives instructions from the cybercriminal (botmaster) 
through a command and control server using communication channels. Botmaster is the entity 
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that performs criminal activities from these bot devices, while a communication channel is 
the way through which a botmaster can communicate with the C&C server and bots. A bot 
can be a servant and a client as well at the same time. It can propagate themselves to infect 
vulnerable hosts (Silva, Silva, Pinto, & Salles, 2013).

To the best of our knowledge, this paper aims to present the Android botnet from first 
appearance. We aim to guide interested readers and researchers on Android botnets and  
detection techniques. This paper organises the Android botnet detection techniques with respect 
to their benefits and limitations; understanding this information can improve Android botnet 
detection techniques. 

The key contributions of this survey paper are:  

-	 It provides up-to-date information on mobile device threats: We provide comprehensive 
details of the possible threats to mobile devices. We have also categorised these threats in 
sub-groups according to their nature. 

-	 It provides exhaustive information about Android botnets: We provide in-depth information 
about Android botnets, their background and timeline.

-	 We provide in-depth information about Android botnet detection techniques:  This paper 
presents detailed information about Android botnet detection techniques. We explain these 
techniques regarding their benefits and limitations. These limitations are also explained 
in more detail in table form.

-	 We introduce future research challenges: We suggest potential research areas for Android 
botnet detection techniques and we highlight the challenges present in Android botnet 
detection techniques as well.

Classification of Mobile Device Threats

There are diverse types of threat to mobile devices that may badly affect mobile devices, such 
as viruses and spyware that can infect personal computers (PC). These threats can be divided 
into four broad categories: Application-Level, Web-Level, Network-Level and Physical-Level 
(see Figure 1).

Application-Level Threats

Application-level threats are based on the Applications, which are the core feature of every 
mobile device. These threats appear to be the most widely discussed threats in the literature, 
which presents application-level threats as the most widely discussed threat. Since the 
applications that run on these mobile devices are available from third-party markets, it is 
clear that they can be target vectors for mobile device security breaches (Faruki et al., 2015). 
Malware are Android applications that perform malicious activities can inject malicious 
codes into mobile device that send unsolicited messages and allow an adversary the ability to 
remotely control the device.  

Malware. Malware is short for ‘malicious software’. This is specifically developed to damage 
machines on which they are executed or the network on which it communicates (Inayat, Gani, 
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Anuar, Anwar, & Khurram Khan, 2017; Preda, Christodorescu, Jha, & Debray, 2008). Malware 
is mostly installed on victims’ devices to perform illegal activities without the knowledge of the 
owner. The range of malware varies; it can be as simple as pop-up advertising or so dangerous 
that it causes machine invasion or damage. Stealing owner-sensitive credentials and infecting 
new vulnerable devices are the main targets of malware. The most common malware is found 
as financial, crypto locker and advertisement malware (Anwar, Zain, Zolkipli, Inayat, Jabir, 
& Odili, 2015). 

Financial malware is developed for scanning mobile devices to gather financial information, 
while crypto locker malware is used in cyber-criminal activities. According to the Symantec 
report published in 2013, ransomware evolves regularly in the Android operating system. 
Compared with other OS on mobile devices, Android is most frequently attacked because of its 
open nature (Narudin et al., 2016; Odili, Kahar, & Anwar, 2015; Teufl et al., 2013). Ransomware 
allows cybercriminals to hijack the victim’s device, encrypt the victim’s private files and then 
demand a ransom from the victim in order for the files to be released (Anwar et al., 2017). 
Malicious spyware is considered a significant threat to the confidentiality of mobile devices 
(Sheta, Zaki, El Salam, & Hadad, 2015). It covertly collects confidential data from the infected 
device and sends it to the cybercriminal (Botmaster) through the user’s Internet connection 
without the owner’s knowledge. These applications mostly contain freeware or shareware, 
which can be downloaded from third-party markets. Adware is another type of malware. It is 
a software package that automatically displays related advertisements to the mobile device 
users based on the user’s pattern of web surfing. These advertisements may be present during 
the installing phase of any Android application, or they are present when an end-user is using 
these applications. This adware engages in collecting confidential information, frequently by 
user consent, while stealing this personal information for covert harmful activities.
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to send an unwitting user links to a phishing website designed to trick users into providing 
sensitive information such as user credentials. Phishing is one of the top seven security threats 
identified by the Kaspersky lab (Kaspersky, 2015). However, botware is the most dangerous 
threat to mobile devices nowadays. These are software programmes created to automatically 
perform specific operations.

Phishing scams. Phishing refers to the criminal action of generating a replica of web pages 
that exist to fool a mobile user entering private, extremely sensitive credentials, financial or 
online banking information and passwords (Alta, Loock, & Dabrowski, 2005). Phishing is a 
technique of attacking to obtain personal information from a mobile device user and is the main 
cause of various problems encountered by Internet users. This technique can cost the victim 
financially. Phishing is performed through instant messenger phishing, voice phishing, and 
flash phishing (Dunne, 2006; Milletary & Center, 2005). After launching a phishing attack on 
an individual or an organisation, the employees of the organisation handle the customer when 
he calls after losing his money.

Drive-by-Download. A drive-by-download refers to potentially harmful software code that 
is installed on a person’s computer without the user’s permission; the user may not even be 
aware that the software has been installed. Drive-by-downloads are a form of malware typically 
found on compromised web pages. By simply ‘driving by’, or visiting the web page, the drive-
by-download begins to download and is then installed in the background on the computer or 
mobile device without alerting the user (Naraine, 2012). 

Browser exploits. This is a malicious code that uses a piece of software or operating 
vulnerabilities to breach the security of the browser. Browser exploits perform these malicious 
activities without informing the owner of the device. 

Botnets. Short for robot network, botnet, is the network of Internet-connected infected-devices 
(bots) under the control of a botmaster (cybercriminal) to perform cyber-criminal activities 
without the knowledge of the device owner (Anwar, Mohamad Zain, Zolkipli, & Inayat, 2014). 
There are two types of botnet:  traditional botnets and mobile botnets. This paper focusses on 
mobile (Android) botnets. The purpose of Android botnets will most likely be similar to those 
of existing traditional botnets (e.g. providing means of DoS, DDoS and spam distribution); 
however, the targets are different (Enck, Ongtang, & McDaniel, 2009). In mobile botnets, the 
targets are mobile devices.

A common botnet having thousands of infected victims is called a bot (zombie). The 
botmaster sends instructions to all online bots to send queries to a particular system/server 
(Mirkovic & Reiher, 2004). By attacking a new victim from thousands of different bots in a 
botnet, the DoS (DDoS) is distributed. In a DDoS attack, the bot becomes harder to detect 
and it is difficult for cyber law enforcement to prevent DDoS attacks. Some DDoS attacks 
include UDP flood attacks, Zero-day DDoS attacks, Sync flood attacks, ICMP flood attacks, 
Slowloris and Ping of Death (LulzSec, 2011; Zang, Tangpong, Kesidis, & Miller, 2011). DDoS 
attacks are performed using diverse types of tool, such as agent- and IRC-based tools. These 
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attacks can be detected through screening of the time interval of requests and bandwidth size. 
Some DDoS attacks, such as Zero-day attacks, are unknown or new and thus, have no patch 
yet. The term DDoS is well-known among hackers as dealing with Zero-day vulnerabilities 
is a common activity.

Network-Level Threats

Any mobile device has three core features: applications, storage and connectivity. Network-
level threats can occur due to mobile device connectivity with the cellular/mobile networks, 
local wireless networks or near field-communication (NFC). Network exploits, Wi-Fi sniffing, 
Bluetooth and NFC are the main types of network-level threats.

Network exploits. Network exploits take advantage of flaws in the mobile operating system 
or other software that operates on local or cellular networks, such as an International Mobile 
Subscriber Identity (IMSI) catcher. Once connected, they can intercept data connections and 
find a way to inject malicious software on users’ phones without their knowledge.

Wi-Fi sniffing. Wi-Fi sniffing seizes data when they are traveling between the device and 
the Wi-Fi access point. Most Android applications do not use proper security measures while 
sending unencrypted data across the network. A cybercriminal can easily read the data as they 
travel. Public sites such as coffee shops, restaurants and bookstores may have WPA2, but it is 
likely that anyone with the password can decrypt your packets.

Bluetooth. People who leave BT on all the time leave themselves vulnerable to pairing from 
nefarious devices and the uploading of spyware. Blue jacking is an older-style attack in which 
a Bluetooth enabled device that is active is used by someone else. Blue jacking refers to the 
sending of unsolicited data (vCards etc.) to open Bluetooth listeners in the area. It has more 
recently been used for marketing, but many more modern smartphones are less vulnerable 
to Bluetooth stack exploits. This can lead to phishing attempts and the spread of malware or 
viruses.

Near field communication (NFC).  Advanced mobile devices contain near field communication 
(NFC) as a medium for communication. NFC is a newly developed wireless technology that 
provides communication between two mobile devices, both of which must contain NFC tags 
using short-range radio waves. NFC enables the exchange of images, apps and other data 
between two devices without first pairing them. For this purpose, both devices use a feature 
that Google calls Android Beam (Sauter, 2013), while Beam is Android’s trademark for NFC 
when the protocol is used for device-to-device communication. In the NFC communication, 
only two devices can communicate, such as the initiator and target. The initiator sends data, 
while the target receives them; both devices are active during the communication, consuming 
their own battery power. NFC provides extra opportunities to the attacker to compromise NFC-
enabled devices, such as Wi-Fi and Bluetooth. So far, mobile threats are still mainly aimed at 
consumers rather than at enterprises. 
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Physical-Level Threats

Physical-level threats are more important than other mentioned threats. Since mobile devices 
are small, portable and valuable, it makes their physical security more important. Stealing and 
misplacing devices are the common issue among users of these devices. These devices are 
valuable not only because they are resold in the black market, but more importantly, because 
they contain sensitive organisational and personal data. Most mobile device users use their 
phone for banking, social communication and much more, while end-user are always connected 
to these accounts, which makes the stolen or misplaced phone more vulnerable for criminal 
activities. Furthermore, a lost or stolen device can be used to gain access to secret data stored 
on it. 

Android Botnets as a Universal Threat for Mobile Device Users

The dramatic increment in the number of mobile device users has attracted cybercriminals to 
develop malicious applications (Narudin et al., 2016). In addition, mobile devices contain more 
sensitive information about the owners; this tends to be taken lightly by security organisations 
and individuals. A mobile device can be misused in many ways. The botnet is one of the most 
successful methods by which a mobile device can be misused for malicious activities against 
organisations or individuals.

Android Botnet as a Threat for Organisations

Android botnets are mostly used for organised economic fraud. Today, world economies must 
deal with a broad range of botnets that have caused a considerable amount of damage. About 
USD7.1 million was estimated lost due to click fraud performed by botnets using DDoS attacks 
in 2007 (Plohmann, Gerhards-Padilla, & Leder, 2011). It is very hard to detect click fraud, as 
these target legitimate users while they are surfing websites. According to a published report, 
on every USD3 million spent on digital advertisement, USD1million is spent on click fraud. 
Another statistics report showed that digital advertising hit the highest level of fraud in 2015, 
which was estimated at USD27.5 billion (Slefo, 2015). According to Kaspersky’s monitoring 
results, 35,000 malicious mobile programmess were found at the end of 201. These malicious 
programmes steal sensitive data from the end-user devices, consume account balances while 
running digital advertisements, which is pushed by these malicious programmes (Christian 
& Maria, 2013). Kaspersky released security threat statistics for the year 2015, in which they 
blocked 0.8 billion attacks and used a list of 6.5 million unique host, to from web resources 
located in various countries around the world (LAB, 2015).

Android Botnet as a Threat for Individuals

Mobile devices offer advanced capabilities, with more storage capacity that can store  
organisational and confidential data of end users (Peng et al., 2014). Furthermore, advanced 
mobile devices offer more computing capabilities than many of personal computers offered a 
few years back. A mobile device has three main features, such as Android applications, storage, 
and connectivity with internet or cellular network (Rubin, 2008). Once a mobile device becomes 
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part of the Android botnet, botmasters attempt to take complete control of it to enable the 
botnet creator to perform illegal activities without the knowledge of the end user. After taking 
control of the mobile device, a botmaster can access everything from the compromised device. 
Furthermore, sending texts and making phone calls to premium numbers can be performed with 
these compromised devices. Botmaster can access contacts and messages on the compromised 
devices as well. These botnets take advantage of unpatched Android application updates. 

Android Botnet Security

As smartphones are the largest category of Android devices, they have become an essential 
tool in how people communicate with one another. Each Android device has three key features: 
Applications, online and storage. Android applications are one of the core features of Android 
devices. They enable users to play games, read the news, connect with others, check weather 
conditions, perform online banking, read maps and navigators and perform many other 
functions. These applications are available from third parties like Google Play Store and 
Amazon (Silva et al., 2013). It may be a primary feature for many end users. 

The core function of the Android device is to enable the user to make calls, take 
photographs, send text or picture messages and access personal data storage. It also allows 
the developer to develop richer applications. The developer may also access the user’s address 
book, SMS content, GPS location data, movement data by G-sensor and accelerometer and 
even information in other applications. The Android does not differentiate between the phone’s 
core applications and third-party applications. However, such applications from third parties 
can access personal/confidential information in the Android device very easily. These core 
features of Android devices make these devices an easy target for cybercriminals. 

In this modern era, trojanised Android applications are a common infection method of 
Android devices. This is most often targeted by cybercriminals who use different types of 
malware. Botnet, a dangerous malware, compromises Android devices such as smartphones, 
smartware, tablets and notebooks, attempting to get full access to the device and provide 
control to the botmaster. The data found on Android devices include text messages (SMS/
MMS), contacts, call logs, e-mail messages (Gmail, Yahoo), chats, location coordinates using 
the global positioning system (GPS), photographs, videos, web history, search history, driving 
directions, Facebook and Twitter information, music collections and other information. These 
third-party applications provide a simple and easy means of accessing content and services of 
Android devices. It is important to be aware of how to use these third-party applications safely 
and securely. Android botnets are able to spread themselves by sending copies to compromised 
devices. 

The criminal activity the Trojan-Ransom.Android-OS.Small family is a multifunctional 
ransomware Trojan performed by an Android botnet. After connecting to the botnet army, it 
receives commands from the command and control channel and performs the activities received 
from them. Once run, it asks for the victim’s device’s admin rights and loads information 
about the victim’s device to a malicious server. It can be an international mobile equipment 
identity (IMEI), international mobile subscriber identity (IMSI), device model, brand and 
phone number or other information. 
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In addition, the Trojan is registered in the Google cloud messaging (GCM) system. As 
such, the Trojan can receive commands from both the C&C server and via GCM. With this 
information, it can perform the commands shown in Table 1.

Table 1 
Commands between C&C server and trojan  

Command Description
START Start the main service of the Trojan
STOP Stop the main service of the Trojan
RESTART Restart the main service of the Trojan
URL Change the C&C address
MESSAGE Send an SMS to a specified number with a specified text
UPDATE_PATTERNS Update the rules for processing incoming SMS
UNBLOCK Disable the device administrator’s rights
UPDATE Download a file from the specified URL and instal it
CONTACTS Send out a specified SMS to all contacts from the list of contacts
LOCKER_UPDATE Update the text with the ransom demand
LOCKER_BLOCK Block the device
LOCKER_UNBLOCK Unblock the device
CHANGE_GCM_ID Change the GCM id

The main idea behind botnets is to control interaction in Internet Relay Chat (IRC) chat rooms. 
They are able to interpret simple commands, provide administration support, offer simple games 
and other services to chat users and retrieve information about operating systems, logins, email 
addresses and aliases, in addition to other information (Silva et al., 2013). The first known 
iKee.B Mobile botnet was found in 2009. It was discovered to be using the Command and 
Control Server in the iPhone. This botnet is able to propagate itself and to instal third-party 
applications on the end-user’s phone without user information (Peng et al., 2014). 

Table 2 shows the timeline of Android botnets with respect to their first appearance in terms 
of year, platform, instruction, categories and C&C type in addition to other related information.

Table 2 
Android Botnet timeline 

Year Name C&C Type Botnet Instructions Criminal Activities by 
Default

Requires Permission

2010 SMSHowU.A SMS Leak location, GPS and 
maps through SMS

None N/A

2011 Geinimi.A HTTP ON, OFF, ADD or Set or 
Rem Sender

IMEI, IMSI, SIM, SIM 
state, Build info, GPS, 
Board, Brand, CPU type, 
User, Software version, SIM 
country, SIM operator

N/A

DroidKungFu.A HTTP Leak location, GPS and 
maps through SMS

Send sensitive data, 
execDelete, Exploit known 
vulnerabilities to gain root, 
Instal APK, execOpenUrl, 
execStartApp

N/A
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2012 Fjcon.A HTT Phone ICCID; Financial, Propagation of 
malware

N/A

Rootsmart HTTP action.host start; action.
boot; action.shutdown; 
action.install; action.
installed; action.check 
live;action.download apk;

IMEI, IMSI, cell ID, 
location area code, mobile 
network code

N/A

TigerBot.A SMS Change APN; Notify of 
SIM change; Kill running 
process

IMEI N/A

2013 Stealer.B HTTP and 
SMS 

HTTP: time; sms; send; 
delete; smscf SMS: 
ServerKey +001; +002; 
anything

IMEI, IMSI, contacts READ_SMS;
INTERNET;
RECEIVE_BOOT_
COMPLETED; READ_
PHONE_STATE;
RECEIVE_SMS;
READ_CONTACTS;
SEND_SMS;
WRITE_EXTERNAL_
STORAGE

Tascudap.A HTTP time; sms; send; 
delete;smscfSMS: 
ServerKey + 001; 002; 
anything

Specify time when trojan 
should next contact C&C, 
send SMS, delete SMS 
from phone, selective SMS 
hiding, start application, 
forward received SMS, 
update

READ_SMS;
ACCESS_NETWORK
INTERNET;
READ_PHONE_STATE;
RECEIVE_SMS;
READ_CONTACTS;
SEND_SMS;
WRITE_EXTERNAL_
STORAGA;

BadNews.A HTTP news; showpage; install; 
showinstall; iconpage; 
coninstall; newdomen; 
seconddomen; stop; 
testpost

Propagation of possible 
malware; download and 
instal APK

RECEIVE_BOOT_
COMPLETED; SEND_
SMS;
RECEIVE_SMS;
INTERNET;
ACCEESS_INTERNAL_
MEMORY;
ACCESS_EXTENAL_
MEMORY;

Spamsold.A SMS Display same icon on the 
menu, retain the image 
same but the name may 
change, instal APK once 
clicked

Sends SMS spam messages 
without the user’s consent

INTERNET;
CHANGE_
COMPONENT_
ENABLED;
RECEIVE_SMS;
READ_SMS;
SEND_SMS
WRITE_SMS;
RECEIVE_SMS;
RAISED_THREAD_
PRIORITY; READ_
CONTACTS;
WRITE_EXTERNAL;
RECEIVE_BOOT_
COMPLETED; WAKE_
LOCK;

Table 2 (continue)
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2014 FrictSpy.E3 HTTP; SMS Command and Control to 
execute malware activities 
such as call records, 
use camera for pictures 
and videos, use mic for 
recording voice

Incoming/Outgoing call; 
Incoming/Outgoing SMS, 
GPS location information, 
URLs that the device user 
accesses

ACCESS_NETWORK_
STATE; CALL_PHONE;
GET_TASKS;
INTERNET;
READ_PHONE_STATE;
READ_SMS;
RECEIVE_BOOT_
COMPLETED;
RECEIVE_SMS;
SEND_SMS;
SYSTEM_ALERT_
WINDOW;
WAKE_LOCK;
WRITE_SMS;

Geinimi.A HTTP ON, OFF, ADD or Set or 
Rem Sender

User, Software version, 
IMEI, SIM State, CPU type, 
SIM country, IMSI, SIM, 
SIM operator, build info, 
GPS, Board, Brand

CALL_PHONE;
GET_TASKS;
INTERNET;
READ_PHONE_STATE;
READ_SMS;
RECEIVE_BOOT_
COMPLETED;
RECEIVE_SMS;
SEND_SMS;
SYSTEM_ALERT_
WINDOW;
WAKE_LOCK;
WRITE_SMS;

SpyBubb.A SMS Leak location, GPS and 
maps through SMS; HTTP: 
time; sms; send; delete; 
smscf SMS: ServerKey 
+001; +002; anything

Collect SMS, Call, Fine 
location, Coarse location, 
GPS, Device info like IMEI, 
IMSI etc. Share phone 
information to vendor site

ACCESS_NETWORK_
STATE;
ACCESS_WIFI_STATE;
READ_PHONE_STATE;
INTERNET;
WAKE_LOCK;

2015 Leech.A HTTP action.host start; action.
boot; action.shutdown; 
action.install; action.
installed; action.check 
live;action.download apk

Instal itself persistently, 
run with full privileges, 
unwanted payment through 
SMS, spying activities, 
dynamically load command 
and control server

ACCESS_NETWORK_
STATE;
ACCESS_WIFI_STATE;
READ_PHONE_STATE;
INTERNET;
WAKE_LOCK;

Tediss SMS N/A Monitor calls, SMS and 
conversation applications

CALL_PHONE;
GET_TASKS;
INTERNET;
READ_PHONE_STATE;
READ_SMS;
RECEIVE_BOOT_
COMPLETED; 
RECEIVE_SMS;
SEND_SMS;
SYSTEM_ALERT_
WINDOW;
WAKE_LOCK;
WRITE_SMS;

WormHole.A HTTP and 
SMS

WormHole.A	
HTTP and SMS

Instal applications without 
notification; Location 
information; Add contact 
items; Monitor list of 
applications

READ_EXTERNAL_
STORAGE;
READ_PHONE_STATE;
READ_NETWORK_
STATE;
INTERNET;
READ_INTERNAL_
STORAGE;
WAKE_LOCK;
READ_COARS_
LOCATION;

Table 2 (continue)
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Table 2 (continue)

SilverPush.A HTTP and 
SMS

HTTP: time; sms; send; 
delete; smscf SMS: 
ServerKey +001; +002; 
anything; ON, OFF, ADD 
or Set or Rem Sender

IMEI number; Operating 
system version; Location; 
Potentially the identity of the 
owner; Behaviour of users 
using TVs; Web browsers; 
Radios

ACCESS_NETWORK_
STATE; CALL_PHONE;
GET_TASKS
INTERNET;
READ_PHONE_STATE;
READ_SMS;
RECEIVE_SMS;
SEND_SMS;
WRITE_SMS;

2016 MazarBOT.A SMS N/A Sends premium SMS, 
exfiltrate sensitive 
information and steal the 
received SMS messages by 
setting up a backdoor on 
device

ACCESS_NETWORK_
STATE;
CALL_PHONE;
GET_TASKS;
INTERNET;
READ_PHONE_STATE;
READ_SMS;
RECEIVE_BOOT_
COMPLETED;
RECEIVE_SMS;
SEND_SMS;
SYSTEM_ALERT_
WINDOW;
WAKE_LOCK;
WRITE_SMS;

Morder.A HTTP and 
SMS

Command and Control to 
execute Malware activities 
such as calls record, 
use camera for pictures 
and videos, use mic for 
recording voice

Track location; Leak 
contacts to C&C
Upload data from SD Card 
to C&C; Delete or download 
files in the infected device; 
Leak phone call history; 
Take pictures with the 
camera; Record audio 
and calls; Execute shell 
commands

ACCESS_NETWORK_
STATE;
CALL_PHONE;
GET_TASKS;
ACCESS_FINE_
LOCATION;
ACCESS_COARS_
LOCATION;
INTERNET;
READ_PHONE_STATE;
READ_SMS;
RECEIVE_BOOT_
COMPLETED;
RECEIVE_SMS;
SEND_SMS;
SYSTEM_ALERT_
WINDOW;
WAKE_LOCK;
WRITE_SMS;

Smishing.D SMS time; sms; send; delete; 
smscf SMS: ServerKey 
+001; +002; anything; ON, 
OFF, ADD or Set or Rem 
Sender

Detect text messages; 
Access fraudulent fake bank 
URL; Steal user’s sensitive 
credential; Password 
stealing; Additional 
information stealing

ACCESS_NETWORK_
STATE;
CALL_PHONE;
GET_TASKS;
INTERNET;
READ_PHONE_STATE;
READ_SMS;
RECEIVE_SMS;
SEND_SMS;
WRITE_SMS;

NA=Not Available, HTTP=Hyper-Text Transfer Protocol, SMS=Short Message Service, PUP=Potential 
Unwanted Programmes, SD=Secure Digital, C&C=Command & Control Servers, IMEI=International 
Mobile Equipment Identity, IMSI=International Mobile Subscriber Identity, HTTP=Hyper-Text 
Transfer Protocol 
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Components of Android Botnet

A typical Android botnet has four elementary components as shown in Figure 2: bot, botmaster, 
command and control server and communication channel.
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Bot. A bot is a malicious Android application that is installed in a susceptible host that can 
perform a series of different harmful actions upon the end user at a cybercriminal’s command. 
This application can be installed to the victim devices in diverse ways. The most common ways 
include access to the infected websites, drive-by-downloads, spam emails, viral mechanisms and 
much more (Karim et al., 2015). Once an end-user device is infected with malicious software, 
it receives commands and controls from the botmaster through the command and control server 
using communication channels. A bot can be a servant and client at the same time.

Botmaster. The attacker is also known as the botmaster, who maintains and operates the 
command and control of botnets from remote areas. The botmaster, also known as the bot-
herder, is responsible for a variety of malicious activities. Botmasters ensure that errors are 
fixed and that the bot does not break any of the rules of the channel or server it is logged into. 
Most botmasters hide their identity via proxies, the onion ring (TOR) and/or shells to disguise 
their ip address from detection by investigators and law enforcement agents.
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Command control server. The term ‘command and control’ (C&C) is a military concept. 
Command and Control servers allow a bot entity to take new instructions and malicious 
capabilities as commanded by a remote individual (botmaster). These servers are used to control 
botnets, in particular. Command and control in the botnet’s Fast-flux Domain Name System 
(DNS) can be used to make track the control server difficult to do, as the server may change 
from day to day. These servers may also hop from one DNS domain to another. The Domain 
Generation Algorithm (DGA) is used presently to create new DNS names for controller servers. 
A botnet may have different C&C server topologies like Star, Multi-Server, Hierarchical and 
Random topology.

Communication channels. The botnet communication channel refers to the protocol used by 
bots and the botmaster to communicate with each other. Bluetooth, Internet Relay Chat (IRC), 
Hypertext Transfer Protocol (HTTP), peer-to-peer (P2P) and voice over internet protocol 
(VoIP) servers are used to pass information between bots and the botmaster. The botmaster 
creates IRC channels on the C&C server, after which the compromised machines will wait for 
commands to perform malicious activities. An interesting feature of the IRC protocol is the 
possibility of multicast communication through groups. The IRC channel has some serious 
limitations like being easy to detect and interrupt. It is rarely used in corporate networks and 
is usually blocked (Silva et al., 2013). 

Due to these limitations of the IRC channel, the HTTP has become the most usable 
mechanism for implementing command and control communication (Liu, Chen, Yan, & Zhang, 
2008). The first Android botnet named SymbOS/Yxes, which appeared in 2009, (Suarez 
Tangil, Tapiador, Peris-Lopez, & Ribagorda, 2014) targeted the SYMBIAN OS platform 
using a rudimentary HTTP-based command and control (C&C) channel. Centralised botnets 
are not more secure as discussed above, so the trend shifted to decentralised botnets. Most of 
the decentralised botnets are based on a variety of P2P protocols (Jelasity & Bilicki, 2009). 
Similarly, VoIP is used as the communication channel in vishing (VoIP and phishing) instead 
of the more usual email technique. 

Life Cycle of Android Botnet

Android botnets can come in different structures and sizes, but in general, they go through the 
same steps as computer botnets (Silva et al., 2013), as shown in Figure 3. An active botnet 
requires the bot device to complete its life cycle. A typical Android botnet can be developed 
and maintained in five phases: initial infection, secondary injection, connection, malicious 
command and control, update and maintenance. In the first phase, initial infection, the end-user 
device is infected and becomes an active member of the Android botnet. The second phase, 
secondary injecting, can be carried out by injecting the malicious code into the end-user devices 
through Bluetooth, drive-by-download, automatic scan, NFC and Wi-Fi (Faruki et al., 2015). 

After injecting the code into the victim’s device, the bot finds a way to connect to the 
command and control server. This happens in the connection phase, which is the only phase 
that may occur several times during the botnet’s life cycle (Liu et al., 2008). Once an infected 
device connects to the Android botnet’s command and control server, the botmaster will send 



Android Botnets: A Serious Threat to Android Devices

51Pertanika J. Sci. & Technol. 26 (1): 37 - 70 (2018)

commands through the C&C server using communication channels, while the bots await 
commands from the botmaster. 
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The last phase of the Android botnet’s life cycle is updating and maintenance of the infected 
devices. Maintenance is important for a botnet to keep his army of infected devices active. The 
new updates are then sent to these bots many times for many reasons that propagate the different 
types of criminal activity such as spamming, identity theft, DDoS attacks and much more.

Mobile Device Infection Vectors

There are multiple infection vectors for delivering malicious content to mobile devices. In 
this survey, we classify infection vectors into four categories: SMS/MMS, Bluetooth, Internet 
access and file duplication with USB. Cellular services, such as short message service (SMS) 
and multimedia messaging service (MMS), can be used as attack vectors for smartphones, 
as shown in Figure 4. For example, SMS/MMS messages can be used to deliver malicious 
content and to maintain communication with an attacker. For example, ComWar is a worm that 
browses the host’s phonebook and then spreads via SMS/MMS messages (Peng et al., 2014).
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Bluetooth

Bluetooth is short-range radio communication protocol used for exchanging data over a limited 
distance between Bluetooth-enabled devices. Device-to-Device (D2D) malware attacks are 
performed on the bases of Bluetooth. Once the cybercriminal infects a smartphone with the bot 
code, it can enable Bluetooth without the knowledge of the owner and target another Bluetooth-
enabled device in its range. If the connection is established, the infected device sends the bot 
code to the targeted device using this Bluetooth vector. This limits the attack vector in some 
way, such as one-to-one connection, limited distance range and others.

Drive-by-Download

To secure Android devices from botnet attacks, users should only visit reputable websites 
for downloading application software and other video/audio materials. Botnet infection is 
possibly acquired by visiting a malicious website. When visited by a smartphone or tablet 
user, the malicious website forces the user to download the plugin software, which is in fact a 
malware. If a web page causes the automatic downloading and installation of software without 
the Android device user’s consent, the page is considered malicious. This mechanism, which 
is also called drive-by-download, allows malware to control Android devices.

Automatic Scan

Automatic scan is performed to infect new victim’s devices by compromising and influencing 
them to be a part of the botnet. In this technique, a new host inside the botnet must be recruited 
to establish a new botnet through vulnerability scanning (Ianelli & Hackworth, 2005). This goal 
can be achieved by infecting many hosts, which attempt to identify exploitable vulnerabilities 
in other new hosts. For example, FTP services suffer buffer overflow exploitation (Lashkari, 
Ghalebandi, & Moradhaseli, 2011).

Near-Field Communication

Near-Field Communication (NFC) is an advanced wireless technology that allows fast data 
transfer between two close devices with an enabled NFC setting. NFC is related to mobile 
payments, such that it has the personal banking information of a user. It has gained popularity 
among botmasters for spreading malicious commands to compromise other devices because of 
its fast data transfer capability. In addition, dependence on NFC has induced the C&C channel 
of botnets to be more challenging (Stevanovic, Revsbech, Pedersen, Sharp, & Jensen, 2012). 

Wi-Fi

Wi-Fi has assured compensation over other communication media applicable to Android 
botnets. The use of open Wi-Fi networks for an Android botnet provides a higher level of stealth 
and fewer entry barriers than other communication media. Denial of service (DoS) attacks 
and distributed DoS attacks are threats that can simultaneously inflict devastation on many 
users. Apart from the aforementioned-infection vectors, smartphones could be compromised 
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using other methods e.g. the use of USB. If the files used to synchronise smartphones are 
compromised, malware can also infect smartphones. As a result, attackers can access the host’s 
classified information and instal malicious applications on the smartphone.

Android Botnet Architecture

Personal-computer-based botnet are considered the most compromised platforms for botnet 
attacks compared to the recently evolved Android botnets due to some limitations, such as 
limited battery power, limited processing speed, limited internet access and limited memory 
storage. Android botnets have similar architecture as computer botnets, namely, centralised 
architecture, decentralised architecture and hybrid architecture. Table 3 shows the advantages 
and disadvantages of existing Android botnet architecture with respect to map complexity, 
detection, message latency and survivability.

Table 3 
Command-and-Control architecture  

Architecture Centralised Decentralised Hybrid
Alias Star Peer-to-peer Random
Map Complexity Very low Medium-High Moderate
Detection Medium Low-Medium High
Message Latency Very low Moderate Moderate-High
Survivability Low-Medium Medium High

Centralised botnet architecture. In centralised botnet architecture, all the bots relate to a 
central command-and-control server to establish a communication channel with central point 
as illustrated in Figure 5. In centralised architecture, the botmaster controls and supervises 
all bots in a botnet from a single C&C server. Botmasters are able to communicate with the 
bots continuously by sending instructions to them through these central servers (Anwar et al., 
2014). As all bots receive commands and report to a C&C server, it is easy for botmasters to 
manage botnets using centralised architecture. Furthermore, centralised botnet architecture uses 
two types of topologies, star topology and hierarchical topology, and two types of protocols, 
Internet Relay Chat (IRC) and Hypertext Transfer Protocol (HTTP) (Khattak, Ramay, Khan, 
Syed, & Khayam, 2014; Li, Jiang, & Zou, 2009). The design of centralised architecture is less 
complex compared to other architecture, while message latency and survivability rate are low. 
This causes low reaction time, easy means of communication and direct feedback (Plohmann 
et al., 2011).

It also possesses some limitations. For instance, centralised architecture has more maximum 
failure chances compared with other architecture. If the C&C server fails, then all the botnets 
may stop working because of the central point of control. Detection of a botmaster is easier 
compared than if the decentralised and hybrid architecture were used (Bailey, Cooke, Jahanian, 
Xu, & Karir, 2009; Cooke, Jahanian, & McPherson, 2005; Zang et al., 2011).
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Decentralised botnet architecture. In decentralised botnet architecture, no single responsible 
entity controls different bots in a botnet. More than one C&C server communicate with 
various bots as described in Figure 3. Botnets using decentralised architecture are known as 
decentralised botnets. However, the term peer-to-peer botnet is also commonly used for this 
type of botnet. Decentralised botnets are more difficult to detect compared with centralised 
botnets. Figure 6 shows that no specific C&C server exists in decentralised architecture, and 
all bots act as the C&C server and the client at the same time (Dong, Wu, He, Huang, & Wu, 
2008). Decentralised architecture is based on Peer-to-Peer (P2P) protocols. Compared with 
centralised architecture, the design of P2P architecture is more complex and detection of a 
botnet with the same architecture is more difficult than detection of other botnets. Message 
latency and survivability rate are higher than those of the centralised botnet architecture. Failure 
chances are lower in decentralised architecture than in centralised architecture because if a C&C 
server fails, then other C&C servers can manage and monitor the botnet (Cooke et al., 2005).
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Hybrid botnet architecture. Hybrid architecture is the combination of centralised and 
decentralised architecture as shown in Figure 7. Hybrid architecture comprises two types of 
bots, namely, the servant and the client. Bots are connected to the hybrid botnet as a client or 
a servant. Monitoring and detection of botnets with hybrid architecture is more difficult than 
detecting those with centralised and decentralised architecture. However, hybrid architecture 
is less complex in design.
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Mobile Botnet Detection Techniques

The challenges faced in mobile-device security are quite similar to those faced in personal-
computer security. To solve this problem, researchers have proposed and developed common 
desktop security solutions for smartphones. Some of the popular security solutions are listed 
below.

Kirin. Kirin security service is an OS-level protection service that provides enhanced 
security mechanisms for Android smartphone applications (Enck et al., 2009). This approach 
performs lightweight certification of applications to mitigate malware at installation time with 
modification of the Android applications installer. Kirin has different security rules; a well-
known combination of permissions is the most important part in these rules. To define these 
security rules, a detailed understanding of malware and protection techniques is required; it is 
usually performed by security experts. Furthermore, it prevents access to sensitive information. 
However, once information enters the application, no additional mediation occurs.

Multi-Agent system. Szymczyk (2009) proposed the Multi-Agent Bot Detection System 
(MABDS) based on the hybrid approach. It is the combination of multiple agents such as 
administrative agent, user agent, a central knowledge database, system analysis, honeypots, 
agent collections and network analysis (Silva et al., 2013). In this technique, each agent observes 
traffic using different sensors by implementing the Markov chain model to perform dynamic risk 
assessment (Shameli, Cheriet, & Hamou-Lhadj, 2014). These systems in multifaceted, piercing, 
real-time domains involve autonomous agents that should act as a team to compete against 
malware (Castiglione, De Prisco, De Santis, Fiore, & Palmieri, 2014). The slow convergence 
of new signatures with the knowledge database is the key limitation of this technique. The new 
signature updates are another limitation of this system (Karim et al., 2014).

SAINT. SAINT (Ongtang, McLaughlin, Enck, & McDaniel, 2009) is a rule-based runtime 
approach for Android application security that defines application protection at runtime, 

31 

 

 
 

Figure 6. Decentralised architecture. 

 

Hybrid botnet architecture.  Hybrid architecture is the combination of centralised and 

decentralised architecture as shown in Figure 7. Hybrid architecture comprises two types 

of bots, namely, the servant and the client. Bots are connected to the hybrid botnet as a 

client or a servant. Monitoring and detection of botnets with hybrid architecture is more 

difficult than detecting those with centralised and decentralised architecture. However, 

hybrid architecture is less complex in design. 

Botmaster

Bot

Bot

Bot

Bot

BotBot

Bot

Bot

Bot

 
Figure 7. Hybrid architecture. 

 
 

Mobile Botnet Detection Techniques 

The challenges faced in mobile-device security are quite similar to those faced in personal-

computer security. To solve this problem, researchers have proposed and developed 

common desktop security solutions for smartphones. Some of the popular security 

solutions are listed below. 

 

Kirin.  Kirin security service is an OS-level protection service that provides enhanced 

security mechanisms for Android smartphone applications (Enck et al., 2009). This 

Figure 7. Hybrid architecture



Shahid Anwar, Mohamad Fadli Zolkipli, Zakira Inayat, Julius Odili, Mushtaq Ali and Jasni Mohamad Zain

56 Pertanika J. Sci. & Technol. 26 (1): 37 - 70 (2018)

depending on the caller and permission constraints. It protects Android applications from 
one another by their policies during the installation time and runtime interaction. In this case, 
it allows an application to define which application can access its interfaces and how other 
applications use those interfaces. This technique has the same limitation as Kirin security 
services. To define these security rules, a detailed understanding of malware and protection 
techniques is required, and security experts are required to perform the job.

AASandbox. AASandbox was the first technique to perform both static and dynamic analysis of 
the Android applications and was proposed by Bläsing, Batyuk, Schmidt, Camtepe and Albayrak 
(2010). The static analysis scans the Android applications for malicious patterns without 
installation on the Android platform, while in the dynamic analysis, the Android application 
is executed in a fully isolated platform called sandbox. It also intervenes and logs low-level 
interaction with the system for further analysis during application execution. In contrast, both 
the detection algorithm and sandbox algorithm are implemented in the cloud. AASandbox 
uses a system called foot-printing approach for detecting suspicious Android applications. In 
its early days, when AASandbox was proposed, there were no known botnet malware samples 
available to evaluate this technique, although it seems to be unmaintained nowadays.

Paranoid. Considering various factors of smartphone technology including resources, storage, 
processing and memory, Paranoid Android malware detection technique was proposed for the 
first time in mobile technology (Portokalidis, Homburg, Anagnostakis, & Bos, 2010). Paranoid 
Android is a security model implemented on remote servers (cloud server) to observe the 
dynamic behaviour of Android applications and to detect zero-day attacks, system call anomaly 
and antivirus file scanning. Both Crowdroid and Paranoid Android incur a 15-30% overhead 
for smartphone devices. This particular technique records information that is necessary for 
application execution and transmits it to a cloud server over an encrypted channel. While a 
complete replica of the executing application is running parallel on the remote virtual machine, 
the server can detect the potential malware using this technique. Both the application and 
its replica are executing parallel to one another, which may cause a lot of space and time 
complexity. It also converts energy by using ‘loose synchronisation’, which may cause loss 
of battery power usage that specifically sends information when the mobile user is using the 
mobile device.

Crowdroid. Crowdroid is a dynamic approach based on the behaviour of Android applications 
and was proposed by Burguera, Zurutuza and Nadjm-Tehrani (2011). Crowdroid is a lightweight 
application available online on Google Play Store, which can be downloaded and installed on 
Android smartphone devices. It monitors and collects the API calls of apps that are running on 
mobile devices and sends them to a centralised server after preprocessing. With the application 
of cluster algorithms, Android applications can be evaluated with this approach. The given 
approach is also able to detect self-written malware.
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DroidRanger. DroidRanger is the combination of two systems based on permissions’ behaviour, 
foot-printing and heuristic-based filtering ( Odili, Kahar, Anwar, & Ali, 2017). It was  proposed 
by Zhou, Wang, Zhou and Jiang (2012). This technique applies both the static and dynamic 
approaches to detect malicious applications in existing Android markets. Permissions-based 
behaviour foot-printing is used for the detection of known malware, while heuristic-based 
filtering is used for unknown malware Android applications. Despite the advancements in the 
detection approaches applied by DroidRanger, the system has some limitations; it requires 
manual operation for analysing and collecting behaviour of Android applications (Babu Rajesh, 
Reddy, Himanshu, & Patil, 2015). Manual operation takes more time than other detection 
techniques (Odili & Kahar, 2015).

Bouncer. Bouncer was proposed in 2012 by Oberheide and Miller (2012). It provides static 
and dynamic scanning together with Android applications that are automatically performed 
on the server. Google Play Store uses this technique to scan an Android application before 
hitting the application market (Penning, Hoffman, Nikolai, & Wang, 2014). Bouncer has the 
potential to take newly-uploaded applications to the app market. If this application is able to 
send an SMS to the malicious sites or detect other criminal activities, it classifies that Android 
application as malware. If not, it classifies it as benign. However, in this advanced era, it seems 
that cyber attackers have found ways to bypass detection. This technique is better for those 
who download applications from Google Play Store, while those who download applications 
from third-party app stores are not protected by this technique.

RobotDroid. RobotDroid is an Android malware detection technique that is based on SVM 
machine learning classifier algorithm and was proposed by Zhao, Zhang, Ge and Yuan (2012). 
This technique focusses on the signature of the applications. It has the ability to detect unknown 
malware like Plankton, DroidDream and Gemini. This framework can be used only for these 
few types of malware; this is the main limitation of this framework.

DroidScope. DroidScope designed by Yan and Yin (2012) is a fine-grained dynamic binary 
instrumentation tool for Android. It rebuilds two levels of semantic information: OS and Java. 
It provides an instrumentation interface that can be used to write plug-ins. It implements 
API tracing, native instruction tracing, Dalvik instruction tracing and taint tracking plug-ins. 
DroidScope works entirely on the emulator level and requires no changes to the Android 
sources. It runs the analysis outside the smartphone software stack and can analyse kernel-
level attacks. This system has a big drawback: not able to detect real-time attacks. The second 
drawback is that it does not cover the subtleties of real devices (Enck et al., 2014). 

Table 4 shows the list of Android botnet detection techniques with respect to year, major 
contribution and limitations.
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Table 4 
List of Android Botnet detection techniques  

Ref Techniques Year Architecture Key Concept Major Contribution Limitation

Enck et al., 2009 Kirin 2009 Static Based on 
permissions

Used rules to 
detect malware in 
installation time

No access to 
sensitive information 
of application; 
Cannot detect new 
malware

Szymczy, 2009 Multi-Agent 
System

2009 Hybrid Based on 
permissions and 
rules

Used agent for 
traffic analysis

Slow interaction 
with the knowledge 
database

Ongtang et al., 2009 SAINT 2009 Static/
Dynamic

Based on rules Installation time 
detection of 
malware

No access to 
sensitive information 
of application; 
Cannot detect new 
malware

Bläsing et al., 2010 AASandbox 2010 Static/
Dynamic/
Hybrid

Base on 
signatures and 
behaviour of the 
logs

Before instal 
detection of 
malware

NA

Portokalidis et al., 
2010

Paranoid 
Android

2010 Dynamic/
Hybrid

Based on 
behaviour

Dynamic analysis, 
memory scanners, 
system call 
anomaly detection 

Consumption of 
more time, space 
and power

Burguera et al., 
2011

Crowdroid 2011 Dynamic Based on 
behaviour

Client APK, 
behavioural 
detection

More clients, 
dynamic analyser

Zhou et al., 2012 DroidRanger 2012 Static/
Dynamic

Permissions-
based behaviour

Detection of known 
and unknown 
malware, 0-day 
malware detection

Only a few of all 
possible execution 
paths are negotiated 
within one analysis 
run

Oberheide & Miller, 
2012

Bouncer 2012 Static/
Dynamic

Permissions-
based

Detection of 
unknown malware

Can be easily evaded 
by cybercriminals 

Zhao et al., 2012 Robotdroid 2012 Static Signature-based Detection of 
unknown malware 
such as Plankton, 
DroidDream, and 
Gemini

Detects only specific 
malware families 
such as Plankton, 
DroidDream and 
Gemini

Yan & Yin, 2012 DroidScope 2012 Dynamic Dynamic binary 
instrumentation

Cannot detect real-
time botnet attacks

Zhou et al., 2012 DroidMOSS 2012 Dynamic Permissions-
based, 

Fuzzy Hashing 
Technique,

Identifies only 
repackaged official 
Android market 
applications

Alparslan, 
Karahoca, & 
Karahoca, 2012

Data Mining 2012 Static Behaviour-based utilise auditing 
programmes to 
extract and extend 
features

Cannot detect real-
time botnet attacks

Faruki, Ganmoor, 
Laxmi, Gaur, & 
Bharmal, 2013

AndroSimilar 2013 Static/
Dynamic

Statistical 
features

Improbable 
signature 
generation, thwarts 
obfuscation and 
repackaging

Limited malware 
DB, more false 
positives; Cannot 
detect new malware

Spreitzenbarth, 
Freiling, Echtler, 
Schreck, & 
Hoffmann, 2013

Mobile-Sandbox 2013 Static Smali, emulator Both static and 
dynamic analysis, 
obfuscation 
resistance, native 
API call track, web 
accessibility

More detection time
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DroidMoss. Zhou et al. (2012) proposed DroidMoss in 2012, using the fuzzy hashing technique 
to effectively localise and detect repackaged and injected applications. This technique   detects 
Android applications in the existing mobile app market that are injected with malicious codes 
using the repackaging technique. The main feature of the applications used in this technique 
is the Dalvik opcodes. DroidMOSS calculates fuzzy hashes on each N sequential opcode, 

Rastogi, Chen, & 
Enck, 2013

AppsPlayground 2013 Static/
Dynamic

N/A he-based UI 
interaction based 
on contextual 
exploration

Cannot detect real-
time botnet attacks

Reina, Fattori, & 
Cavallaro, 2013

CopperDroid 2013 Dynamic Behaviour-based 
approach

Automatically 
performs 
dynamic analysis, 
reconstructs 
behaviour of 
Android

Identifies only 
repackaged official 
Android market 
applications

Gascon, Yamaguchi, 
Arp, & Rieck, 2013

Embedded call 
graph

2013 Dynamic Function call 
graphs

Obfuscation 
resistance

Undecidability of 
static call graph 
construction; Cannot 
detect new malware

Abdelrahman, 
Gelenbe, Görbil, & 
Oklander, 2013

NEMESYS 2013 Static Model-based 
approach

Generate 
background traffic 
of network for 
simulating smaller 
set of users, learn 
Random Neural 
Network,

Limited to a small 
number of users, 
space complexity

Roshandel, 
Arabshahi, & 
Poovendran, 2013

LIDAR 2013 Static/
Dynamic

Behaviour-based automatically 
detects, analyses, 
protects, remediates

N/A

Moonsamy, Rong, 
& Liu, 2014

Mini Permission 
Pattern

2013 Static/
Dynamic

Based on 
permission

‘Used’ permission 
extraction, 
informative data 
from contrast 
permission patterns

Careful analysis 
of permissions, 
no repackaging 
resistance; Cannot 
detect new malware

Enck et al., 2014 TaintDroid 2014 Static Behaviour-based Different APIs, 
specifically SMS 
APIs

It does not track 
implicit control 
flows due to 
performance 
overhead

Suarez-Tangil, 
Tapiador, Pens-
Lopez, & Blasco, 
2014

Dendroid 
Approach

2014 Dynamic Code Chunks Unknown malware 
classification, 
fast and scalable, 
dendograms

No obfuscation 
resistance, large 
feature vectors; 
Cannot detect new 
malware

Dhaya & Poongodi, 
2014

N-gram analysis 2014 Static N-gram CVSS Produced N-grams 
signatures

No obfuscation 
resistance; Cannot 
detect new malware

Lindorfer, 
Neugschwandtner, 
Weichselbaum, 
Fratantonio, Van 
Der Veen, & 
Platzer,, 2014

Andrubis 2014 Static/
Dynamic

Based on 
behaviour and 
rules

Static and dynamic 
analysis on both 
Dalvik VM and 
System Level

Dynamic analysis 
consumes more 
space; Cannot 
be used for latest 
Android applications

Andronio, Zanero, 
& Maggi, 2015

Heldroid 2015 Static/
Dynamic

Behaviour-based Static and dynamic 
analysis

Portability, 
internationalisation 
and evasion

Table 4 (continue)
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which then applies a measure function on the two applications to realise their similarity 
quantitatively. The use of DroidMOSS is limited to identifying repackaged official Android 
market applications.

Data mining. The hardest part of the detection of malicious traffic is to differentiate C&C data 
flow from normal data flow behaviour. To overcome  this limitation, data mining techniques 
are  used  to recognise the pattern by extracting the unexpected network patterns (Alparslan 
et al., 2012). Data mining is the most used machine learning device method for classification, 
prediction, regression and inference. This technique is extensively used in anomaly detection, 
especially in establishing generic and heuristic methods (Odili, Kahar, & Noraziah, 2016; 
Schultz, Eskin, Zadok, & Stolfo, 2001). Data mining approaches detect structures in a wide 
range of data, such as byte code, and use these structures to detect upcoming malicious 
occurrences in related data. Researchers such as Gu, Perdisci, Zhang and Lee (2008), Gu, 
Porras, Yegneswaran, Fong and Lee (2007), Gu, Zhang and Lee (2008), Wang, Huang, Lin 
and Lin (2011) and Yu, Dong, Yu, Qin, Yue and Zhao (2010) proposed BotMiner, BotHunter, 
BotSniffer and behaviour-based botnet detection systems based on the data-mining approach. 
This technique is very effective though it has some limitation as well. In experiments, BotMiner 
and BotHunter have been able to achieve 99% success rate with 1% false alarm and 99.2% 
success rate with 0.8% false alarm, respectively (Zhao et al., 2013).

AndroSimilar. AndroSimilar  (Faruki et al., 2013) detects Android malware regions of 
statistical similarity starting from the .dex file. This method employs the similarity digest 
hashing system on byte-stream-based robust statistical malicious features. Similarly, a digest 
hashing scheme uses this feature to generate a list of signatures for this app. Here, the feature 
values between 100 and 990 are selected and the rest are discarded using the Bloom filter. 
A set of malicious signatures are generated and thus, a database of signatures is created. For 
testing a sample app, its signature is created in the same way as described above and is matched 
against a signature database and is considered malware if the similarity score crosses 35% 
(Sharma et al., 2016). Authors obtain an accuracy of 72.27% using a dataset of 101 malicious 
applications. Androsimilar performs at file level as an alternative for codes in decompiling; 
therefore, control of shared library is not protected. Also, porting the approach to constrained 
memory and a strong database remains a concern.

Mobile-SandBox. Mobile-SandBox is a static and dynamic analysis system that is publicly 
available. It was proposed by Spreitzenbarth, Schreck, Echtler, Arp and Hoffmann (2015). 
In this technique, the comparison of applications occurs in different stages: first, it compares 
the hash value with the VirustTotal database of the running application; second, it extracts 
the manifest file for permissions, background services, broadcast receivers and intents. This 
technique also extracts API calls from the Dalvik bytecode; thiss happen frequently in botnets. 
Mobile-SandBox makes it very easy to submit applications for static and dynamic analysis 
because of its user interface. A user can easily upload an application for static and dynamic 
analysis to the Mobile-SandBox by using the user interface. However, in some aspects, Mobile-
SandBox seems unable to cope with the submission load.
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AppsPlayground. AppsPlayground, based on TaintDroid, is a scalable dynamic analysis system 
that is used for detection of possible data leaks (Skovoroda & Gamayunov, 2015). Proposed 
by Rastogi, Chen and Enck (2013), it employs a Javaapp that connects to an emulator running 
a modified version of the OS and governs app behaviour exploration logic. Simply, the aim 
of AppsPlayground is to improve the stimulation of apps during dynamic analysis because it 
also detects dangerous API calls. 

This technique also helps to create a more realistic analysis environment. It tries to drive 
the app along paths that are likely to reveal interesting behaviour through targeted stimulation 
of UI elements. This approach can be seen as an intelligent enhancement of the Application 
Exerciser Monkey and the custom stimulation of activity screens. This technique is largely 
orthogonal, as it focusses on stimulating broadcast receivers, services and common events 
instead of UI elements. Its main contribution is a heuristic-based intelligent black box (Monkey 
Exerciser-like) execution approach to explore the app’s GUI (Odili, Kahar, Anwar, & Azrag, 
2015). This technique can be more useful if combined with the static analysis technique.

CopperDroid. CopperDroid is a dynamic detection system presented by Reina, Fattori 
and Cavallaro (2013) that is built on top of the quick emulator (QEMU). To the best of our 
knowledge, this is the first technique that performs system call monitors of the Android 
applications out-of-the-box through virtual machine introspection (VMI) by reconstructing 
Dalvik behaviour and monitoring Binder communication (Lindorfer et al., 2014). CopperDroid 
carried the binder analysis to perform the reconstruction of high level Android-specific 
behaviour. It is available to the public as a web application that users can use to submit samples. 

Embedded call graphs. Embedded call graphs is a static approach proposed by Gascon 
Yamaguchi, Arp and Reick (2013) in 2013. This technique can be used to find similarities 
between samples: first,-it-extracts function call graphs and then employs explicit mapping 
through kernel graphs from map call graphs to-feature-space. Sharma, Chawla and Gajrani 
(2016) showed that time and space complexity are high and large, respectively. Its key concept 
is functions call graphs, while obfuscation resistance is the major contribution. Embedded call 
graphs specially observe assembly-level analysis and support vector-machine implementation. 
The main disadvantage of this technique is that it cannot decide the static call graph construction. 

NEMESYS. NEMESYS is a network model-based security solution that combines learning and 
modelling for detection of anomalies and attacks in mobile network. It deals with every mobile 
connection during communication between devices in a network. The motivation behind this 
approach was the difference between the number of mobile users who are monitored and dealt 
with in real time. Furthermore, a clear and understandable approach was needed to deal with 
every unique call. The second consideration in constructing this approach was the computational 
tools that were developed for anomaly detection that were based on mathematical models. 
However, NEMESYS has some limitations. For instance, it is limited to a small number of 
users. Also, this approach is complex and it uses a huge amount of memory.
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Layered intrusion detection and remediation. The Layered Intrusion Detection and 
Remediation (LIDAR) framework focusses on automatic detection, analysis, protection and 
remediation of security threats. This framework is specially designed to detect intrusion in 
a multi-dimensional mode that is of network dimension, application dimension and social 
dimension (Roshandel, Arabshahi, & Poovendran, 2013). This approach contains both local 
and remote analyses, which causes some drawbacks. For instance, a set of local analyses is 
performed in the mobile device to detect malware and intrusion, leading to the use of more 
battery power in addition to time consumption and space complexity, among other issues.

TaintDroid. TaintDroid is a system-wide dynamic taint tracking and analysis system for 
simultaneous tracking of multiple sources of sensitive data. This technique monitors methods, 
variables, files and messages during application execution according to data flow (Suarez-Tangil 
et al., 2014). TaintDroid uses tag chunks to keep track of data in order to find information 
leakage at runtime. Information flow tracking needs lots of memory. None of these schemes 
is energy-efficient; hence, they are not suitable for resource-constrained mobile platforms.

Dendroid approach. The dendroid approach is based on text mining and information retrieval 
techniques (Suarez-Tangil et al., 2014). This technique extracts code chunks (CC) to analyse 
and classify the code structures in Android malware families. The authors present a simple 
way to measure the similarity between malicious applications by formulating the modelling 
process. In the experiments performed, more than 33 families with 1249 malware applications 
(Sharma et al., 2016) were detected. This approach also provided automatic classification of 
zero-day malware samples, which is based on the applications-code structure. With respect 
to time and accuracy, this technique is very fast and accurate, with high scalability. However, 
this technique features vector growth and new families create issues, while the strategies of 
obfuscation are not implemented. 

N-gram. The N-gram [12] analysis is a probabilistic approach to detect the presence of malware. 
Reverse engineering tools like DexToJar, Java Decompiler-Graphical User Interface (JD-GUI) 
and ApkTool are used in this technique to convert executable to source code (high level or low-
level language), thereby creating the training dataset. After this, the source code is considered 
as N-gram signatures. This N-gram model is a popular machine-learning algorithm and it is a 
type of probabilistic language that predicts the next item in the sequence with given datasets of 
order (N−1) as in the Markov Model. These signatures are then stored in a Comma Separated 
Values (CSV) file for the reason that signatures occupy a lot of space. 

After this, a Common Vulnerability Scoring System (CVSS) is used to assess the 
vulnerabilities’ severity level in software applications. It is a freeware tool. By applying this 
tool on the APK file under test, the description of all the vulnerabilities and solutions to mitigate 
the same is appended to the CSV file. It makes intuitive use of the N-gram machine-learning 
algorithm to analyse the Android apps. Limitations include the obfuscation techniques not 
being implemented. 
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Andrubis. Andrubis is a cloud-based malware detection technique proposed by Lindorfer et 
al. (2014). This technique combines both static and dynamic analyses on both Dalvik VM and 
the system level. First, it performs the static analysis by extracting the information including 
broadcast receivers, requested permissions, activities, services, SDK version and package name 
from the application manifest and its bytecode. Andrubis uses the modified DroidBox output 
to generate XML files that contain the analysed results. In the dynamic stage, it executes the 
application in a complete Android environment; during the execution its action is monitored 
at both the Dalvik and the system level. Other than this, Andrubis provides a web interface for 
users to submit Android applications and, so far, it has collected a dataset of over one million 
Android applications, 40% of which are malware. The only disadvantage of this technique is 
that it cannot track native codes. API calls that frequently happen in botnet are extracted from 
the Dalvik code, while the Andrubis is limited to the application’s API level 8.

HELDROID. HELDROID is a fully automated behaviour-based approach to recognise known 
and unknown ransomware and scareware (Andronio et al., 2015). This approach analyses 
the Android application statically and dynamically as well. By using the static taint analysis 
approach, it analyses the function calls flow. Its result is more accurate when compared to 
those of previous apps. Still, it has some limitations. Although they focus on the mobile case, 
the results shown are far from being accurate. Ransomware is a general problem, but in this 
approach, it is limited to mobile devices only. HELDROID is based on sentence structure; this 
needs internationalisation.

CHALLENGES AND FUTURE DIRECTIONS

In this section, we discuss the challenges and future directions based on the findings of our 
study. Research into Android botnets is still in its initial stages. Therefore, sufficient opportunity 
exists for the betterment of detection and prevention of botnet attacks. The following challenges 
will help the researchers, academics and industry players to enhance this field. 

Hybrid Approach Towards Android Botnet Detection

There is no way to ignore the rising security threats to mobile devices at this time. Researchers 
and industry players have proposed different botnet detection techniques. Practically, most of 
the existing Android botnet detections are either static or dynamic, and can detect known and 
unknown Android botnets. As can be seen in Table 2, few of the existing detection techniques 
based on the hybrid approach have a low detection rate and maximum false-alarm rate. This 
is a disturbing discovery.

Limitation of Mobile Devices

Personal computers are considered a more suitable platform for botnet attacks compared 
with mobile devices. Mobile devices have certain limitations, such as limited power storage, 
limited memory storage, limited Internet access and resource constraints. They attract  
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cybercriminals because of the open environment they operate in as well as their availability, 
Internet connectivity and storage capacity. 

Existing Android botnet detection techniques are based on the estatic and dynamic 
approaches. These require heavy battery consumption, which is the most crucial challenge in 
protecting mobile devices (Ali, Zain, Zolkipli, & Badshah, 2014). Furthermore, the dynamic 
approach of scanning and blocking malicious codes needs a runtime environment. This is a 
big issue for mobile devices due to their limited battery power.

Internet Service Providers Should Also Provide Security Measurements

One of the biggest challenges for Internet Service Providers (ISP) is to protect mobile device 
users from the botnet threats as they do not use static addresses. Mobile device users are 
continuously changing their location; this creates difficulties for ISPs.

Difficulties in Estimating Botnet Size

It is very difficult to estimate the botnet size. To the best of our knowledge, there is no technique 
that estimates the size of compromised bots in a botnet. With rapid developments in detecting 
botnet attacks in Android devices, researchers need to find a quantitative methodology to find 
the number of bots in a botnet (Odili & Kahar, 2016). 

CONCLUSION

Android botnets are harmful to Android devices. The popularity of mobile devices has made 
it a soft target for potential attacks. This survey aimed to find the real threat behind Android 
botnets. We conducted a comprehensive survey of existing Android botnets and their detection 
techniques. We categorised the detection techniques according to their detection environment, 
such as static, dynamic and hybrid detection techniques. Limitations in the existing Android 
botnet detection techniques as well as their benefits are listed here in an organised way. To the 
best of our knowledge this is the most current organised survey on Android botnets and their 
detection techniques. This research will help both academics and industry players.
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ABSTRACT

Diabetes is one of the major life-threatening health problems worldwide today. It is one of the most fast-
growing diseases that cause many health complications and a leading cause of decreasing life expectancy 
and high mortality rate. Many studies have suggested several different types of intervention to treat Type 
1 diabetes such as insulin therapy, islet transplantation, islet xenotransplantation and stem cell therapy. 
However, issues regarding the efficacy, cost and safety of these treatments are not always well addressed. 
For decades, diabetes treatments with few side effects and long-lasting insulin independence has remained 
one of the most challenging tasks facing scientists. Among the treatments mentioned above, application 
of human islet transplantation in patients with type 1 diabetes has progressed rapidly with significant 
achievement. Again, the lack of appropriate donors for islet transplantation and its high cost have led 
researchers to look for other alternatives. In this review, we discuss very pertinent issues that are related 
to diabetes treatments, their availability, advantages, disadvantages and also cost.   

Keywords: Cell therapy, diabetes economy, 
diabetes treatments, insulin, islet transplantation, 
stem cell therapy 

INTRODUCTION

Diabetes mellitus is a life-threatening disease 
that might be complicated by cardiovascular 
and kidney diseases, ketoacidosis and skin 
conditions (Habener, 2004; Nathan et al., 
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2009). Diabetes mellitus is a fast-growing metabolic disease (Kaul et al., 2013; IDF, 2015). In 
2015, the International Diabetes Federation estimated that worldwide, more than 415 million 
people live with diabetes and 5% of that population are diagnosed with type 1 diabetes (IDF, 
2015; ADA, 2017). The incidence of diabetes is dramatically increasing and predicted to 
more than double by the year 2040 (IDF, 2015). Patients with diabetes are costly to maintain 
and in 2015, it was shown to be an economic burden on the health maintenance schemes of 
undeveloped and developed countries, amounting to USD673 billion per annum, which is 
equivalent to 12% of total health expenditure (Guariguata, 2012). In Malaysia, prevalence of 
diabetes is growing and is expected to rise to 21.6% of the adult population by 2020. Statistics 
show that patients with type 1 diabetics are 0.6% of the whole population with diabetes in 
Malaysia (IDF 2015). 

Diabetes is a chronic disease caused when the pancreas either does not produce sufficient 
insulin or the body fails to use insulin (IDF, 2017). Insulin facilitates cellular uptake of glucose 
and regulates carbohydrates and fat metabolism. In type 1 diabetes, insulin secreting cells are 
destroyed by autoimmune attack (Table 1). Although insulin injections or treatment using 
synthetic medication may temporarily control diabetes, these drugs cannot cure the disease.

Table 1 
Autoantibodies against pancreatic antigens in type 1 diabetes  

Auto-Ab Abbreviation Antigen Expression Explanation
Anti-insulin Abs IAA Pancreas Detected in 50% type 1 diabetic 

children
Anti-glutamate 
decarboxilase Abs

GADA Pancreas and nervous 
system

Found in 70%-80% newly 
diagnosed diabetics

Anti-insulinoma 
associated 2 Abs

IA2-A Pancreas Found in about 60% of type 1 
diabetics

Anti-islet cell Abs ICA Pancreas Detected in about 70%-80% newly 
diagnosed type 1 diabeticd

Abs against the zinc 
channel ZnT8

SCL338A Pancreas -

(Akerblom et al., 2002; American Association for Clinical Chemistry, 2016). 

Recently, cell therapy was deemed to hold great potential for developing a permanent cure for 
diabetes. One of the most recent successes in cell therapy is islet transplantation in the bile 
duct of the liver in type 1 diabetics (Malka et al., 2000; Margener & Baillie, 1997). However, 
the main problem with this treatment method is the lack of compatible human islet sources for 
transplantation. Stem cells such as embryo and adult stem cells that can potentially differentiate 
into insulin secreting islet-like clusters and xenogeneic islet have shown some promising results 
for treatment of diabetes (Habener, 2004). However, the success of cell therapy in treating 
diabetes is limited by the lack of human pancreatic β-cells to produce insulin. Alternatively, 
it was suggested that other animal species could be used as sources of pancreatic β-cells. It 
was demonstrated in diabetic mice that some β-cells, for example, embryo blastocysts and 
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pancreas, liver, bone marrow and islet cells, from various mammalian species have the potential 
to reverse symptoms of diabetes (Wedemeyer et al., 2016). 

Insulin and Cell Therapies for Diabetes

In the early 1920s, the extract of bovine pancreas cells injected in a diabetic patient reduced 
diabetic signs such as glycosuria and hyperglycemia. In 1921, insulin was discovered by 
Frederick G. Banting (Karamitsos, 2011). Since the advent of genetic engineering, many useful 
immunoproteins and hormones, including biosynthetic human insulin (Sara et al., 1998), can be 
prepared by recombinant DNA techniques and produced in various efficient expression systems 
including bacteria, yeast and mammalian cells (Razis et al., 2006; Abdul Razis et al., 2008, Tam 
et al., 2012). Direct treatment with naked DNA containing the gene of interest, the insulin gene, 
into the host tissue or selected organs is possible but this method faces a lot of uncertainty in 
terms of potential integration in the host genome that may lead to unwanted cell transformation. 
Until now, biosynthetic insulin and its analogues serve as the mainstay in diabetic treatment. 
Insulin therapy reduces diabetic signs; however, diabetics require frequent monitoring of blood 
glucose while experiencing various side effects, including hypoglycemia (Cryer et al., 2009), 
unusual ocular disturbance (Lee & Traboulsi, 2008), lipohyperthrophy (Blanco et al., 2013), 
hypersensitivity (Wong et al., 2007), anaphylaxis (Ghazavi & Johnston, 2011), hypertension 
(Arima et al., 2002), weight gain (Russell-Johnes & Khan, 2007), myocardial infarction 
(Malmberg et al., 2005), renal dysfunction (Patrick et al., 1992), hemolytic anemia (Dhaliwal 
et al., 2004) and gastrointestinal distress (Drugs, 2017).

Edmonton Protocol

In 1972, Lacy et al. (1972) showed that transplantation of islet allografts in the portal vein 
of pancreactomised patients reduced insulin independence for long periods. In 2000, the 
Edmonton Protocol was introduced by a University of Alberta research group (Shapiro et 
al., 2000; McCall & Shapiro, 2012). The Edmonton Protocol is a method of implantation of 
pancreatic islets for treatment of type 1 diabetes mellitus. This protocol reduced the risk of 
islet graft rejection and inhibitors such as inadequate islet cluster, insufficient prophylaxis, 
diabetogenic consumption and drugs that prevented attainment of insulin independence 
(Shapiro et al., 2000). According to the protocol, in order to gain sufficient islet quantity and 
complete insulin independence, islets of two to four donors are required to be harvested and 
transplanted into recipients. The optimum islet number for transplantation in type 1 diabetics 
is approximately 11,000 IEQ/kg body weight. In this protocol, the period of cold ischemia and 
the need for exposure to xenoprotein such as fetal calf serum, were minimised and the islets 
could be transplanted immediately after harvest without need of prior long-term freezing or 
in-vitro maintenance (Gaglia, Shapiro, & Weir, 2005). The Edmonton Protocol success rate is 
80% with insulin independence during the first year, although in the long term the results are 
quite varied (Ryan et al., 2002; Shapiro et al., 2006).
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Stem Cell Therapy 

Stem cells are unspecialised cells of multicellular organs with potential for differentiation into 
other cell types during the embryonic period or in adults. Pluripotent and multipotent stem cells 
can differentiate to other types of cell tissue to repair dysfunctional cells or maintain tissue or 
organ sustainability (Habener, 2004; Fuchs et al., 2004; Wagers & Weissman, 2004; Young et 
al., 2004). Stem cells have three main properties, which are, multipotency as in adult tissues, 
pluripotency as in the blastocyst of embryos and totipotency as in a fertilised egg. The most 
distinguishable characteristic of stem cells is their capacity for self-renewal, transmutability to 
other cell types, extreme motility and immune resistance in the host (Habener, 2004; Abraham 
et al., 2004; Yang, 2004).  

Islet progenitor cells (IPC) are found not only in the islets but also in the ducts and 
acinar tissue of the pancreas (Tang et al., 2004; Pessina et al., 2004). The bone marrow, liver, 
umbilical cord blood cells and embryo stem cells are the origin of IPC. The IPC differentiate 
into an islet-like cluster (ILC) and is shown in vitro to have huge potential of proliferation 
and insulin secretion upon exposure to growth factors such as fetal serum, epidermal growth 
factor (EGF), nerve growth factor (NGF) and fibroblast growth factor (FGF). Treatment 
with proliferation and differentiation inhibitors provides the ILC with the ability to express 
and secrete insulin, glucagon, somatostatin, glucagon-like peptide-1 (GLP-1) and pancreatic 
polypeptide (PP) (Lechner & Habener, 2003). In addition, primary epithelial cells harvested 
from the skin, umbilical cord and intestine also have the capacity to differentiate into islets 
when maintained in the appropriate environment and culture medium. However, the insulin 
production and functionality of these epithelial cells are lower than that of native pancreatic 
islets (Lechner & Habener, 2003).  

Islet precursor cells in the adult pancreas has been suggested to impact pancreas 
development during embryonic damage, such as those caused by surgery and drugs (Dor et al., 
2004). Pancreatic β-cells can still maintain insulin secretion even in cases of insult to pancreatic 
tissues (Dor et al., 2004). Multipotent stem cells can regenerate new cells from damaged islets 
and can most probably differentiate into functional β-cells (Dor et al., 2004).

Islet Transplantation 

Islet transplantation has been suggested to be the ultimate treatment for the recovery of glucose 
homeostasis in patients with type 1 or late type 2 diabetes (Figure 1). Functional transplanted 
islets alleviate hypoglycemia and reestablish glucose homeostasis through the restoration of 
insulin production. Type 1diabetes can be cured by pancreas replacement. This was shown in 
pancreactomised diabetic dogs transplanted with fragments of the pancreas beneath the skin. 
The grafts kept the dogs alive even though they were not in physical contact with the digestive 
organs. This procedure was used in human experimentation with the grafting of sheep pancreas 
in a patient with type 1 diabetes. Unfortunately, although the graft improved the glycosuria, 
the patient did not survive after falling into adiabetic coma (Gaglia et al., 2005). 
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The use of improved surgical procedures and immunosuppression drugs have increased the 
success rate of vascularised intact pancreas transplantation. Between 1988 and 2016, there 
were 29,962 cases of successful vascularised pancreas transplantation worldwide (United 
Network for Organ Sharing, 2016). However, the use of islet transplantation to achieve insulin 
independence and alleviate complications of type 1 diabetes is suggested to be superior to whole 
pancreas transplantation or insulin therapy. Islet transplantation causes fewer complications 
and side effects than insulin therapy and it is easier to perform compared to whole pancreas 
transplantation. Insulin therapy is effective only if the patient fully subscribes to the 
consumption protocol and dosage and follow-up regimen and is supervised by a professional 
healthcare team. It should be noted that the aim of pancreas or islet transplantation is to achieve 
insulin independence, increase quality of life and diminish secondary diabetes complications 
(Robertson et al., 2010). At the early stages of islet transplantation experiments using induced 
diabetic rodents as models, the islets were shown to reverse diabetes. Transplantation of 
islet allografts at various sites on the body of diabetic rodents temporarily improved insulin 
requirement, but did not reverse diabetes for a period long enough to achieve complete insulin 
independence (Ballinger & Lacy, 1972; Najarian et al., 1977).  

Islet Xenotransplantation in Diabetes

Currently, islet allotransplantation procedures are limited by lack of donor sources 
(Collaborative Islet Transplant Registry, 2009; Shapiro, 2011; Thompson et al., 2011; Hani 
et al., 2010; Hani et al., 2014). For that reason, over the last decade, fewer than 1000 islet 
transplantation procedures have been performed worldwide (Collaborative Islet Transplant 
Registry, 2009). To overcome the shortage, alternative sources of islets have been proposed 
including pigs, non-human primates, cattle, sheep, goats and fish (Hani et al., 2010; Hani et al., 
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Figure 1. Cell therapy procedure in diabetes type 1. Pancreata are collected from donors (human or 
animal), then islets or stem cells are harvested from pancreas. After islet purification and stem cell 
growth in culture, viable islets or cells are transplanted into the recipients’ body.  

	

Figure 1. Cell therapy procedure in type 1 diabetes. Pancreata are collected from donors (human or animal), 
then islets or stem cells are harvested from pancreas. After islet purification and stem cell growth in culture, 
viable islets or cells are transplanted into the recipients’ body
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